Conversation 1 : Ceasar Shift 7
Blue: | HAVE AN UPDATE.

White: (SENDS KEYWORD "SEVEN" IN MORSE CODE)
MORSE CODE: .... ...- . -.

Blue: PROJECT EAGLE IN MOTION, PREPARATIONS COMPLETE, TARGET W TWENTY TWO
WYVQLJA LHNSL PU TVAPVU, WYLWHYHAPVUZ JVTWSLAL, AHYNLA D ADLUAF ADV

White: WHEN CAN WE EXPECT SUCCESS?
DOLU JHU DL LEWLJA ZBJJLZZ?

Blue: TALON WILL DEPLOY ON XVII-VII-MMXXIV
AHSVU DPSS KLWSVF VU ECPP CPP TTEEPC

White: GOOD. WE WILL SOON CONTROL THE UK ENERGY GRID.
NVVK. DL DPSS ZVVU JVUAYVS AOL BR LULYNF NYPK.

Conversation 2 : Vigenere Cipher

Blue: (SENDS KEYWORD "FALCON" IN POLYBIUS CODE)
POLYBIUS CODE: 12 11 23 31 53 43

Blue: IS PROJECT EAGLE READY?
NS ATCWJCE GOTQE CGOQD?

White: YES. WE DOWNLOADED THE TALON SOURCE CODE READY TO SEND INTO THEIR NETWORK.
DED.YS QTWYNCNIEO VVR YAWQB FTUCES PTDP TSNIY EQ GRSD TPHB YHPKF AJTHQFX

Blue: WILL THEY BE ABLE TO TELL?
BIWN HUJY MG OOQE EQ HRQL?

White: NO SIR, WE DISGUISED IT AS A SOFTWARE UPDATE.
SO DKF, JJ DTUUHNSPF WG FS L UCSYWLTS HUDLVS.

Blue: PERFECT, BE READY TO LAUNCH AT THREE FIFTEEN AM ON ATTACK DAY.
UECHSPY, BP TSNIY EQ ZNZNNJ OG YHCGS SNFEGSA FM ZP OGYANM RND.

White: YES SIR.
DED UWE.



Conversation 3 : Atbash
Blue: | REQUEST AN UPDATE.

Blue: (SENDS KEYWORD "ATBASH" IN BACONIAN CIPHER)
BACONIAN CIPHER: AAAAA ABABA ABBA AABAA ABABB ABAAA

Blue: DO YOU HAVE ACCESS TO THE NETWORK?
WL BLF SZEV ZXXVHH GL GSV MVGDLIP?

White: YES, MULTIPLE EMPLOYEES CLICKED THE LINK WE SENT OUT PRETENDING TO BE MICROSOFT.
BVH, NFOGRKOV VNKOLBVVH XORXPVW GSV ORMP DV HVMG LFG KIVGVMWRMT GL YV NRXILHLUG.

Blue: GOOD WORK, WHAT ATTACK IP ADDRESS ARE WE USING?
TLLW DLIP, DSZG ZGGZXP RK ZWWIVHH ZIV DV FHRMT?

White: 172.200.22.252 (IP ADDRESS IN BINARY)
10101100.11001000.00010110.11111100

Answers to be found

Project Name Eagle

Date 17th July 2024

Time 3:15AM

Power Station Coordinates W22 : Sizewell B
Malware Type Talon : Trojan

Access Method Phishing
Suspect Identities IP Address: 10101100.11001000.00010110.11111100
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