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Abstract

This project addresses the challenge of securing communications between Industrial Control Systems
(ICS) at Electricité de France (EDF) Energy’s upcoming nuclear power plants (NPP) — Hinkley Point
C (HPC) and Sizewell C (SZC). Given the safety-critical nature of these systems, ensuring the
integrity, availability, and resilience of ICS communications is crucial. The project aims to evaluate
and recommend a secure, suitable solution capable of protecting real-time operational data flows
against modern cyber threats, in compliance with both the United Kingdom’s (UK) regulatory
frameworks and international standards.

Adopting a systems engineering approach, the project employs the V-lifecycle model to guide
requirement derivation, technology selection, and validation. Detailed analysis was conducted on three
candidate technologies: a data diode, an industrial firewall, and a hardware encryption appliance.
Derived requirements prioritised low-latency, protocol compatibility with IEC104, cyber resilience,
and long-term maintainability. Based on weighted scoring using engineering methods, Blueskytec’s
ICSProtect encryption device was selected for further evaluation.

Testing was carried out in a simulated ICS environment, using ICS equipment, and emulated [IEC104
traffic. Functional tests confirmed reliable bidirectional communication and protocol adherence, while
latency and throughput metrics remained within operational tolerances. Non-functional assessments
demonstrated the device’s suitability for long-term deployment, with strong key management based
on a one-time pad system. Cybersecurity testing revealed strong resistance to traffic manipulation and
exfiltration due to the ICSProtect’s encryption and filtering mechanisms.

Despite some limitations — such as the use of non-native IEC104 hardware and limited analysis tools
—the project provides EDF with a technically verified solution capable of enhancing ICS security. The
findings support the potential procurement and deployment of ICSProtect within nuclear power plants
and lay the groundwork for further research into protocol interoperability, endpoint defence, and real-
world resilience testing. This work contributes meaningfully to the protection of UK critical national
infrastructure against evolving cyber threats.
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1 Introduction

EDF Energy, a United Kingdom (UK) energy company owned by Electricité de France (EDF),
operates all nuclear power plants (NPP) in the UK and is expanding the nuclear fleet. EDF will be
constructing two new NPPs: Hinkley Point C (HPC) and Sizewell C (SZC). This project addresses
securing communications between Industrial Control Systems (ICS) for both HPC and SZC.

ICS are vital in safety-critical environments like NPPs, controlling key processes to ensure nuclear
safety, especially in the event of failure (Karmakar; et al, 2023). These systems are prime targets for
cyber attackers, making their security crucial.

As discussed in literature, the CIA Triad — confidentiality, integrity, and availability — serves as a
foundational cyber-security framework. For NPPs, integrity and availability take precedence, ensuring
data accuracy for reliable control signals, and maintaining system operations to prevent disruptions.
Although confidentiality is important for preventing unauthorised system access, the primary focus is
on operational functions.

In addition to CIA, other principles are essential for ICS. Safety ensures systems do not cause harm
to people and the environment; reliability ensures consistent functionality; resilience allows recovery
from disruptions; and maintainability emphasises efficient repairs and updates. These principles
collectively improve ICS security.

AIl ICS in the NPPs are classified into security levels based on their nuclear safety significance and
other contributing factors such as commercial impact. The highest level is reserved for safety systems,
designed to prevent accidents (Karmakar et al., 2023). This hierarchical framework ensures resources
are allocated proportionally to the potential impact of ICS compromise.

Many ICS are being developed for both HPC and SZC; this project focuses on two in particular. Each
of the selected ICS performs a distinct function, and they operate at different security levels. The
specific architecture of these two ICS will not be discussed in detail, to avoid any breach of UK Official
Sensitive: Sensitive Nuclear Information (OS:SNI).



1.1 Project Aims and Objectives

The primary aim of this project is to develop a secure solution for facilitating communication between
the two ICS. The two systems require secure communications to maintain real-time operational
availability and data integrity. The systems are scheduled for development within the next year, and
any selected product must undergo a procurement and qualification process before deployment.

1.1.1 Objectives

e Analyse the selected ICS using documentation and applicable standards to assess ICS
architecture, compatibility and security needs to develop a set of requirements based on the
needs of EDF.

e Compare at least three existing communication solutions by assessing their ability to meet the
requirements. The level of compliance will demonstrate the suitability of each solution in
providing an adequate level of security to the system. Select an appropriate solution based on
this analysis.

e Evaluate the selected solution by testing its functionality and resilience to cyber-attacks in a
simulated lab environment. Verify that the testing results meet the specified requirements,
providing clear justifications to produce a thorough assessment of the solution's feasibility for
deployment.

e Inform stakeholders at EDF of the evaluation results to support the decision-making process
for product procurement within the next six months.

1.2 Project Outline

This project adopts an engineering perspective focused on the high-security needs of safety-critical
systems.

A comprehensive review of literature on ICS vulnerabilities, historical attacks, and relevant standards
is included in Chapter 2, identifying potential solutions for securing ICS networks.

Chapter 3 discusses the V-lifecycle methodology, which informs the stages of this project.

Chapter 4 defines specific requirements that the final solution must meet, based on the literature review
and EDF documentation. It then quantitatively analyses the three researched solutions: a data diode,
an industrial firewall, and a hardware encryption device against these requirements.

Chapter 5 details the system architecture and network design of the chosen hardware encryption device
from Blueskytec, including a testbed designed to simulate real-world conditions to assess solution
effectiveness.

Chapter 6 outlines the integration of the solution into the simulated ICS environment.

In Chapter 7, the solution’s functionality and deployment suitability are verified against defined
requirements. It concludes that the device is suitable for deployment, with additional controls like
strong endpoint security.

Finally, Chapter 8 summarises this project's overall success, highlighting its strengths and limitations.



2 Literature Review

ICS are essential in modern industrial and safety-critical sectors, such as NPPs, where they monitor
and control processes using a combination of hardware and software. These systems include sensors,
actuators, Programmable Logic Controllers (PLC), and Human Machine Interfaces (HMI) to ensure
efficient and safe operations (Cappelli, 2023). In NPPs, ICS are crucial in preventing accidents,
predicting failures, and activating safety mechanisms (Karmakar et al., 2023). A typical NPP features
around 10,000 sensors and 5,000 km of ICS cabling, making ICS one of the heaviest non-building
NPP structures (Arinze et al., 2020). As ICS grow more complex and digitalised, they also face
increased cyber threats (Arinze et al., 2020).

The key distinction between the security of ICS or operational technology (OT) and traditional
information technology (IT) is their core objectives: IT prioritises privacy and financial concerns,
while OT emphasises safety and resilience due to its interaction with physical processes (Conklin,
2016). Although some propose applying IT principles like the CIA triad to OT security (McLaughlin
et al., 2016), this perspective fails to address the unique security needs of OT, where failures can have
severe, potentially life-threatening consequences (Karmakar et al., 2023). In contrast, IT failures
generally result in financial or data losses, which are less catastrophic.

Furthermore, IT principles often fall short for OT because IT systems have shorter lifecycles and are
regularly updated, while OT components can remain operational for 15-20 years or more, lacking
modern security measures (McLaughlin et al., 2016). However, this dismissive view of IT does neglect
the developing landscape of converged IT/OT environments. As OT increasingly incorporates
commercial off-the-shelf (COTS) hardware and software, it becomes more vulnerable to IT threats,
making IT security practices, such as zero-trust architecture (Rose et al., 2020), relevant and potentially
beneficial for enhancing OT security.

ICS face significant vulnerabilities, a fact proven by the Stuxnet worm, which marked a critical
milestone in ICS security. In 2010, Stuxnet targeted Siemens control systems in an Iranian nuclear
facility, demonstrating that cyberattacks could lead to catastrophic physical damage. This
sophisticated malware spread via infected USB drives, infiltrating air-gapped systems to exploit zero-
day vulnerabilities and sabotage gas centrifuges by manipulating their output frequency, resulting in
substantial destruction. (Richardson, 2011)

The sophistication and stealth of Stuxnet is alarming; it infected numerous computers worldwide but
activated its payload only on specific targets, showcasing advanced cyber capabilities. This incident
illustrated how nation-states could weaponise code for strategic physical consequences without direct
military conflict, setting a dangerous precedent for future ICS attacks. It revealed vulnerabilities in
air-gapped networks, emphasising that cybersecurity for ICS can no longer be an afterthought.
(Richardson, 2011)

Stuxnet set the stage for modern ICS attacks, as evidenced by the 2016 CRASHOVERRIDE malware
in Ukraine, which targeted a transmission substation using the insecure IEC-104 protocol. The IEC-
104 protocol is especially susceptible to reverse engineering due to its lack of built-in security features
like authentication and encryption, which also exposes it to cyber-attacks when transmitted over
unsecured IP networks. Potential threats to IEC-104 include packet interception, altering transmitted
data and injecting spoofed messages (MatouSek, 2017). CRASHOVERRIDE disrupted grid
operations and highlighted adversaries' sophisticated knowledge of ICS. It demonstrates the need for
integrated cybersecurity measures throughout the lifecycle of ICS, particularly when IEC-104 protocol
is used. (Dragos, 2017)



The rise of Advanced Persistent Threats (APTs) poses a serious risk to the UK power grid and NPP,
as evidenced by recent attacks on Ukraine’s power grid. According to Dragos’ ‘Year in Review’
report, nine APT groups targeted OT environments in 2024, with three capable of affecting physical
operations. Alarmingly, 70% of OT vulnerabilities are deep within networks, making detection and
remediation challenging. (Dragos, 2025)

No OT system can achieve complete visibility of vulnerabilities, rendering it impossible to prevent all
intrusions. Even advanced frameworks like National Institute of Standards and Technology (NIST) or
IEC62443 depend on reactive defences. Additionally, many OT systems rely on legacy components
that have operated for 15-20 years without upgrades, creating a vulnerable long-term attack surface,
particularly concerning for NPPs with ageing ICS not designed to withstand modern cyber threats.
Despite improvements in defensive strategies, APTs use stealthy tactics like slow exfiltration to evade
detection, as demonstrated by both Stuxnet and CRASHOVERRIDE, where intruders remained
undetected for months. The evolution of such APTs illustrates that cyber warfare now poses as
significant a threat as traditional military actions.

Protecting NPP ICS demands a specialised approach that goes beyond singular IT-focused
frameworks. The UK mandates compliance with the NCSC Cyber Assessment Framework and the
Minimum Cyber Security Standard, but their IT-centric focus is less effective for the complexities of
OT environments.

The UK Government’s former Department for Business, Energy & Industrial Strategy (BEIS)
published a ‘2022 Civil Nuclear Cyber Security Strategy’ report, which offers a relevant OT cyber
framework by outlining governance structures and highlighting key risks such as ransomware and
supply chain vulnerabilities, though it lacks detailed technical guidance.

The Office for Nuclear Regulation (ONR) provide guidance for regulatory judgements and
recommendations through the Security Assessment Principles (SyAPs) and their Technical
Assessment Guides (TAGs), which adopt a layered, defence-in-depth approach. ‘SyDP5’ mandates
the inclusion of reliability, resilience, and fail-secure mechanisms to prevent unauthorised changes or
disruptions, while ‘SyDP7’ stresses the importance of integrating security throughout the design,
implementation, and operational stages of ICS (ONR, 2022). These are the key concerns of OT
security and take precedence over IT principles.

Unlike generic IT standards like ISO27001, NIST Special Publication 800-82 (Stouffer et al., 2023)
offers ICS-specific guidance. Stouffer et al. (2023) highlight the long lifespans of OT assets and the
importance of investing in reliability and safety. They caution that legacy protocols lack built-in
cryptographic protection. NIST recommends implementing defence-in-depth in alignment with the
ONR, echoing the IEC62443 series known for its layered security model. Furthermore, the
International Atomic Energy Agency (IAEA) Nuclear Security Series 42-G provides guidance on
graded, layered security for nuclear contexts.

The key principles for protecting OT, outlined by these standards, are defence-in-depth, secure-by-
design, and zero-trust. Defence-in-depth involves multiple protective layers to effectively mitigate
risks (Bouhdada & Ayala, 2024). A graded approach ensures security measures correlate with the
potential impact of attacks, optimising resource allocation (IAEA, 2021), in line with the hierarchical
Safety Integrity Levels (SIL) of IEC61508 and Security Levels (SLs) of the ONR. Zero-trust
principles, which reduce implicit trust in networks, are particularly crucial for ICS due to the
significance of safety-critical systems (NIST, 2024). Secure-by-design emphasises integrating
security from the beginning of system development and closely aligns with the ONR’s SyDP7 (ONR,
2022). These principles will be considered throughout this project.



To protect the integrity of critical ICS in NPPs, systems at different SLs are typically isolated. When
communication is needed, it is strictly controlled and typically unidirectional. A data diode is a
hardware device that enforces one-way communication, allowing information to flow only from a
higher to a lower SL system, preventing lateral movement and unauthorised access to higher SL
systems (Kumar et al., 2023).

Kumar et al. (2023) propose implementing data diodes to secure critical systems from external
interference, meeting reliability standards. The system can incorporate redundant diodes to maintain
communication during failures, aligning with defence-in-depth principles. In TAGS51, the ONR (2025)
highlights redundancy as a key element of achieving resilience. Widely used in high-risk environments
like NPPs, data diodes support layered security for safety and reliability, making them a viable option
for this project.

Alternatively, firewalls facilitate controlled bidirectional communication between networks based on
set rules (Siemens, 2020). The effectiveness of a firewall is reliant configuration and regular
maintenance to keep them up to date. Outdated rules and poor setups can create vulnerabilities,
exposing networks to threats like backdoor exploits, malware, and denial-of-service attacks. As a
result, their suitability for this project may be limited.

According to Siemens (2020), while firewalls are important, data diodes are becoming standard in
protecting critical infrastructure, especially where cybersecurity risks are intolerable. This project
could consider combining data diodes with firewalls to enhance overall network security and reduce
attack risks, while ensuring necessary operational connectivity.

Firewalls and data diodes have been established components in network security for an extended
period, and their implementation is widely recognised as a best practice within the industry. However,
due to the evolving complexity of ICS networks and the increasing sophistication of APTs, there is a
need to adopt more advanced technological solutions.

Blueskytec (BST) offers a hardware-based encryption solution for securing ICS in critical
infrastructure. This device establishes a secure communication line using a One-Time-Pad (OTP) for
key management and Twofish for data encryption. Unlike firewalls and data diodes that enforce
communication boundaries, BST provide hardware-level encryption, ensuring data integrity without
relying on software or configuration management (Mobley, 2022), consequently decreasing the attack
surface significantly. However, BST’s approach is unverified in NPPs, making it a less documented
solution. Therefore, testing and verification in NPP environments is needed to prove its applicability.

Encryption is often avoided in OT systems due to concerns about data validity, potential corruption,
and added latency. OTPs, while being theoretically unbreakable (Easttom, 2016), are generally
discouraged due to practical challenges, such as secure distribution and key management. However,
BST avoids key distribution issues by pre-placing OTPs in hardware.

Carlson et al. (2022) argue that contrary to OT, cryptographic standards change frequently, resulting
in outdated cryptographic protocols when safety-critical systems do eventually receive firmware
updates. Although BST devices do not require firmware updates, the cryptographic protocols are
fixed, which could be problematic in an evolving cyber world.

While IEC62443 and NIST SP 800-82 suggest applying cryptography to OT data in transit, protocols
like IEC104 simply do not have the capabilities in-built. Using BST would allow this functionality.
However, NIST SP 800-82 suggests using a Federal Information Processing Standards (FIPS) certified
algorithm, which Twofish is not.



Despite this, Schneier et al. (2000) assert that Twofish "far surpasses" other FIPS algorithms. Though
this claim lacks authoritative backing, they argue that Twofish's security stems from its advanced
design, which features a 16-round Feistel structure, key-dependent substitution-boxes, a complex key
schedule, and matrices for strong diffusion. These elements, along with pre-computed key material
and modular arithmetic, solidify high resistance to differential, linear, and related-key cryptanalysis.
Consequently, no successful cryptanalytic attacks against the full Twofish cipher have been
demonstrated in practice. Furthermore, Ghosh (2020) finds Twofish to outperform AES and Blowfish
in terms of time and throughput, making it suitable for low-latency safety-critical environments.

The literature highlights that while data diodes provide effective one-way communication and network
isolation, they do not ensure data integrity and cannot prevent unauthorised access or tampering.
Firewalls, although flexible, depend on proper configuration and management, making them
susceptible to misconfigurations and failing to guarantee the confidentiality and integrity of plaintext
data transfers. Conversely, while encryption is a more robust solution, it is often overlooked in OT
environments for less intrusive security measures. This study will further explore the suitability of
these three products for NPPs, providing insights into the feasibility of using emerging advanced
technologies to secure communications within safety-critical ICS.



3 Methodology
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Figure 1 V-Life cycle Model (Anon, 2005)

This project adopts the V-Model lifecycle, a structured approach to systems engineering that is widely
used across EDF engineering functions, promoting consistent development and validation processes.
The V-Model aligns with the IEC15288 standard, which defines systems engineering as a
transdisciplinary approach facilitating the development, use, and retirement of engineered systems
(IEC, 2023). This standard recommends lifecycle models like the V-Model to ensure quality
throughout all stages (INCOSE, 2023). This framework is particularly suitable for developing
complex systems like the ICS in nuclear environments, where security, safety, and regulatory
compliance are essential.

While alternative models such as Waterfall and Agile were considered, they present significant
drawbacks. The Waterfall model, with its linear structure and emphasis on documentation (Balaji &
Murugaiyan, 2012), lacks the necessary validation for complex projects. Testing only starts post-
development, risking undetected deviations from requirements at earlier phases, which is unacceptable
for safety-critical systems.

Agile offers incremental delivery (Rubio, 2022) and adaptability but often sacrifices comprehensive
documentation and traceability in favour of speed (Stephen & Oriaku, 2014). This can lead to
insufficient validation of system outputs against requirements, compromising regulatory and safety
compliance. The V-Model mitigates these risks by linking development with validation stages,
ensuring continuous checks against requirements and confirming that the system achieves its intended

purpose.



3.1 Concept of Operations

The concept of operations, which evaluates the feasibility and rationale for developing a system, has
already been performed as part of this dissertation. The customer has defined the problem, which has
been introduced and discussed in the Aims and Objectives.

3.2 Requirements Analysis

The requirements analysis stage focuses on defining and deriving the functional and non-functional
requirements of the solution. These requirements will include both system performance and security
specifications. The objective is to thoroughly define the parameters that the solution must meet,
particularly with regard to nuclear safety and cybersecurity.

Multiple products will be assessed against the set requirements to select the most suitable solution for
this project. A product will be selected based on its initial suitability against the requirements.

3.3 Solution Design

The design stage involves discussing the design and architecture of the selected product to understand
its functionality and security features.

A solution network design will be produced for the testing environment to ensure that the solution can
be tested in a realistic, representative environment. It cannot be implemented directly into the actual
ICS due to previously discussed information sensitivity concerns.

3.4 Implementation

In this phase, the solution is implemented into a test network environment. The focus is on integrating
this solution into the designed simulation network and ensuring functionality.

3.5 Testing

Integration and testing are critical in the V-Model lifecycle. This stage ensures that the system
components work together as intended and that the system meets the defined requirements. The tests
will be based on the requirements. The selected solution will undergo rigorous testing to validate its
effectiveness in a safety critical and real-time environment.

3.5.1 Verification and Validation

The verification phase ensures that the system not only meets the design specifications but also satisfies
the operational requirements in real-world conditions. It also checks the alignment with security and
safety standards. This stage will involve conducting validation tests on the solution to confirm that it
upholds the nuclear safety classification standards and supports secure communication between the
ICS.

3.6 Operations and Maintenance

Once verification and validation are completed successfully, the selected solution can be deployed into
the operational ICS. While this stage will not be explicitly covered in this project, recommendations
for future deployment considerations will be provided based on the results of the testing.



4 Requirements Analysis

4.1 Requirement Analysis Process

The requirements derivation process adhered to the INCOSE (2023) 'Systems Engineering Handbook'
for a traceable approach, aligning requirements with quality characteristics (QCs). As defined by
IEC15288 (2023), a QC is a characteristic of a product, process, or system that ensures the system
meets specific goals and maintains high quality throughout its lifecycle (INCOSE, 2023). The most
relevant QCs were chosen to guide this project, as in Table 1.

QC Approach Approach Aims Requirements Category
Logistics Engineering | System support for the entire lifecycle. Non-Functional
Reliability, System performance with minimal failure, operational | Functional

Availability, when needed, and restored to a functional state after

Maintainability failure.

Engineering

System Safety Reduces the likelihood and level of harm to people, Safety

Engineering assets and the wider environment.

System Security Identifies, protects from, detects, responds to, and Security

Engineering recovers from disruptive events, including cyber.

Table 1 Quality Characteristics (INCOSE, 2023)

Requirements are detailed statements of what a system must achieve, broken down into actionable,
measurable tasks. SMART criteria (Doran, 1981) ensure clarity, measurability, and verifiability
(Mannion and Keepence, 2004). Requirements will use MUST and SHOULD as specified by Bradner
(1997).

This project defined requirements by analysing customer documentation, relevant ICS literature and
regulatory requirements such as the SyAPs (ONR, 2022). Functional requirements were derived by
assessing system capabilities against operational conditions, while non-functional requirements were
based on environmental and lifecycle constraints. Safety and cybersecurity requirements were derived
according to relevant standards and historical attacks.

When selecting a product, regulatory and contractual considerations must also be addressed. The
budget should cover initial costs and ongoing maintenance, including replacement parts, software
updates, and security patches. Confirmed regulatory compliance with the ONR’s safety and security
standards and a qualification process are necessary for successful tender. However, cost and
contractual considerations are outside the scope of this project.



4.2 Requirements Derivation

The following requirements have been defined and derived into single, atomic statements.

4.2.1 Functional Requirements

FO01: The product MUST support the IEC 104 protocol for all communications.
The existing systems use the IEC-104 protocol for communications. IEC-104 may not be compatible
with all products.

e FO01-1: The product MUST be compatible with the IEC104 communication stack.

F02: The product MUST facilitate bidirectional communication between the two systems at all
times.

Bidirectional communication is essential for sending control commands and receiving communication
feedback in real-time. Without this, the two ICS would lose the ability to synchronise, resulting in
delays or failures in safety-critical tasks.

e F02-1: The product MUST support send operations.
e F02-2: The product MUST support receive operations.

F03: The product MUST achieve a communication latency below 250ps during normal
operations.

Low latency is crucial in safety-critical applications to ensure timely execution of commands and
responses. Excessive delays could jeopardise safety or system performance.

e F03-1: The product MUST minimise data transmission times to achieve a latency below 250us
during normal operations.

F04: The product MUST handle at least 800 updates per second during normal operations.

The ability to process high message volumes ensures the system remains functional during peak
demand, without losing or delaying critical data. 800 updates per second was specified in customer
documentation as 20% higher than the expected maximum of realistic system operations required.

e F04-1: The product MUST have capacity to transmit 800 updates per second without failure.



4.2.2 Non-Functional Requirements

NO1: The product MUST integrate with the existing ICS without altering the current design.
Maintaining current system functionality ensures the new product does not disrupt operations or
require costly redesign. This is critical in NPPs where operational stability is essential.

e NO1-1: The product MUST be interoperable with ICS connected devices.
e NO1-2: The deployment of the product MUST not require reconfiguration or modification of
existing system’s hardware or software.

NO02: The product SHOULD be supported in operations for 60 years.

NPPs require long-term operational support to avoid frequent replacements or interruptions. NPPs are
intended for 60 years of operation without modification of the design, with planned outages for
maintenance purposes occurring every 18 months.

e NO02-1: The product SHOULD not require regular maintenance outside of a planned 18-month
NPP operational period.
e NO02-2: The product SHOULD not require replacement within 60 years.

NO03: The product SHOULD withstand environmental conditions within the NPP.
Harsh environmental conditions necessitate durable designs to prevent equipment failure.

e NO03-1: The product MUST comply with a temperature tolerance of +4°C to +55°C at all times.
e NO03-2: The product MUST comply with a humidity tolerance of 40% to 60% at all times.

4.2.3 Safety Requirements

S01: The product MUST deal with faults safely.

Fail-safe operation prevents faults from escalating into hazardous conditions, ensuring the safety of
systems and personnel. Faults are interruptions to normal operation, such as communication failures
or power disruptions.

S01-1: The product MUST include fault detection mechanisms.

S01-2: The product SHOULD correct the fault if possible.

S01-3: The product MUST enter a safe operational state when the fault cannot be corrected.
S01-4: The product MUST resume normal operation when a fault has been resolved.



4.2.4 Cyber Security Requirements
CO01: The product SHOULD support good industrial cyber practices.

Good industrial cyber principles such as secure-by-design, zero trust and defence-in-depth support the
overall security of the system and compliance with standards and regulations.

* CO01-1: The product SHOULD demonstrate that it adheres to secure-by-design principles.
* CO01-2: The product SHOULD be able to support defence in depth principles.
* CO01-3: The product SHOULD support zero-trust principles.

CO02: The product MUST ensure communication confidentiality at all times.
Confidentiality protects sensitive operational data from unauthorised access.

* C02-1: The product MUST ensure communication confidentiality at all times.

C03: The product MUST preserve the integrity of communicated data.
Data integrity is critical to prevent manipulation, which could lead to incorrect system actions.

¢ C03-1: The product MUST preserve the integrity of communicated data.

C04: The product MUST ensure data is only transmitted to and from authorised entities.
Authentication enforces zero-trust and need to know principles when configured correctly.

* C04-1: The product MUST verify authenticity on the sending end.
* C04-2: The product MUST verify authenticity at the receiving end.
* C04-3: The product MUST block communication attempts if authentication checks fail.

CO05: The product MUST detect and alert on any unauthorised physical or logical tampering.
Early detection minimises potential harm and triggers timely responses to breaches.

* C05-1: The product MUST monitor for physical tampering with components.
* CO05-2: The product MUST detect unauthorised logical changes.
* CO05-3: The product MUST send a single alert to operators when tampering is detected.



4.3 Evaluation Process

Through research, three COTS products have been selected to secure communications between the
two identified safety-critical ICS. To find the best option, a simplified Weighted Sum Model (WSM),
a Multi-Criteria Decision-Making (MCDM) method (Department for Communities and Local
Government, 2009), will be used for evaluation. WSM assigns weights to criteria based on importance,
enabling product scoring. This method reflects the key factors relevant to the nuclear industry, as
detailed in Table 2.

Category % Weighting Number of Requirements (Requirement Weighting
Safety 0.4 4 0.1000
Security 0.25 11 0.0227
Functional 0.25 5 0.0500
Non-Functional 0.1 6 0.0167

Table 2 Requirements Category Weightings
J S (<)

Each product is rated on its ability to meet specific requirements within the categories, receiving a
quantitative score from the qualitative statements in Appendix A. Scores range between 0 (low) to 5
(high). The score of each requirement is then weighted, and the category scores are summed to assess
the overall performance of each product based on an initial document review.

The final score for each product is calculated as:

Score = (S*0.1000) + (C*0.0227) (F*0.0500) + (N*0.0167)
Where:

S = Sum of safety requirement scores

C = Sum of cyber security requirement scores

F = Sum of functional requirement scores

N = Sum of non-functional requirement scores

The product with the highest score is potentially the most suitable for securing communications in
safety-critical ICS.



4.4 Product Validation

An evaluation has been conducted on the identified COTS security products.

* Data Diode: Siemens CoreShield Data Capture Unit (Siemens, 2017)
* Industrial Firewall: Cisco Secure Firewall ISA3000 (Cisco, 2021)
* Hardware Encryption: Blueskytec ICSProtect (Blueskytec, 2024)

This evaluation validates the V-lifecycle by confirming product compliance with requirements, using
available data sheets and technical documentation. The total WSM scores are presented in Table 3,
rounded to two decimal places as needed. The full analysis can also be reviewed in Appendix A.

Data Diode Industrial Firewall Hardware Encryption

Siemens CoreShield Cisco ISA3000 Blueskytec ICSProtect
Functional 1.00 1.05 1.15
Non-Functional 0.42 0.32 0.45
Safety 0.80 1.80 1.90
Cyber Security 0.39 0.68 1.07
Total Score 2.60 3.85 4.57

Table 3 WSM Requirements Validation

The BST ICSProtect stands out as a flexible solution for industrial integrations, offering bidirectional
communication and superior data integrity preservation compared to traditional firewalls and
unidirectional data diodes. However, it is the least proven option for nuclear ICS environments,
lacking real-world implementation, which raises concerns about its suitability for CNI. Empirical
testing is required to evaluate the performance and security for safety-critical ICS applications of the
ICSProtect.
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5 Design

This design section covers the architecture and security features of the selected ICSProtect as well as
a network design that will be used for implementation and testing in a simulated lab environment.

5.1 Product Architecture

The BST ICSProtect, Figure 2, is a hardware encryption device designed to protect ICS from cyber
threats. It is physically connected to each endpoint, shown in Figure 3, acting as an intermediary for
all network communication. By encrypting network traffic before it leaves a device and decrypting it
upon arrival, the ICSProtect ensures that data remains secure throughout transmission.

Figure 2 BST ICSProtect (Blueskytec, 2024)

System 1 BST BST System 2

|| N

Figure 3 System Configuration

Encryption is rarely used in safety-critical ICS systems due to the complex software it involves, which
can introduce latency and disrupt real-time operations vital for safety. In 2023, software vulnerabilities
were exploited in 38% of intrusions (Mandiant, 2024). The ICSProtect module avoids these risks, as
it operates without software.
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5.1.1 Hardware

The ICSProtect device uses Field-Programmable Gate Arrays (FPGAs) instead of traditional
processors, enabling hardware-based security functions that outperform software solutions. FPGAs
offer faster execution times, making the device highly efficient for industrial environments where low
latency is essential (Monmasson et al., 2020). It also features physical anti-tamper mechanisms that
trigger alarms upon unauthorised access, such as attempts to disconnect or open the device. Classified
as a Physically Unclonable Function (PUF), its unique internal structure self-destructs if tampered
with, preventing attackers from extracting keys or altering functionality (Mobley, 2024).

Figure 4 FPGA Hardware Graphic Mock-up (Blueskytec, 2024)

5.1.2 Functionality

The ICSProtect device processes packets through three main stages, shown in Figure 5, at both sending
and receiving ends, utilising any protocol over a Transmission-Control-Protocol (TCP)
communication line. It wraps data packets, like IEC-104, with encryption, with routing headers added
in plaintext for network transfer.

Rules Engine =3 Encryption —3  Encapsulation >
ICS Protect Encrypted
Traffic

Decapsulation <= Decryption €= Rules Engine |«

Figure 5 ICSProtect Processing Stages
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5.1.3 Rules Engine

The rules engine filters network packets based on predefined security rules — such as protocol type, IP
addresses, port numbers, and MAC addresses — acting as a firewall to ensure only authorised traffic is
processed. Non-compliant packets are dropped before encryption.

5.1.4 Encryption and Decryption Process

Each ICSProtect device contains a pre-placed OTP block embedded during manufacturing. This block
is derived from a high-entropy source. In cryptographic terms, entropy measures randomness; higher
entropy equates to greater resistance against prediction or brute-force attacks. The OTP block enables
the generation of over 2% unique keys, using a mapping process. To protect the OTP block, it is
encrypted using a Key Encryption Key (KEK), adding an layer of security for storage and handling.

An OTP is unbreakable when used correctly, as each key is used once and destroyed, limiting the
impact of a compromised key to a single message (Easttom, 2022). However, OTPs typically pose
key management challenges, as keys must be securely generated, stored, distributed, and exclusively
used to maintain security. The ICSProtect does not suffer these issues, due to the OTP being embedded
in hardware during manufacturing, eliminating key exchange. Devices are produced in pairs or
multiples, each with the same OTP.

On the sending end, when a message is to be encrypted, bits from the OTP block are selected using an
index (N) and an algorithm is used to derive a one-time key using these bits. This key is used to
encrypt the data using a BST hardware implementation of the Twofish algorithm, a symmetric, Feistel-
based cipher known for security and efficiency. Twofish splits the plaintext into halves and performs
multiple rounds of transformation using key-dependent substitutions and a complex schedule
(Easttom, 2022). Customisation of the Twofish can also be implemented if an organisation requires a
non-standard, sovereign algorithm.

Before transmission, a Known Answer Test (KAT) is performed to provide a root-of-trust. The KAT
serves as a cryptographic process to verify data integrity and authenticity of the message. The KAT
uses a Cipher-based Message Authentication Code (CMAC). This works by encrypting the message
using a Cipher Block Chain (CBC) and only keeping the last block of ciphertext as the guarantee of
authenticity. The initialisation for this process is started with the KAT. This guarantees that any
changes in the bit pattern or the KAT block will be detected, due to the chain process.

Once this is calculated, it is then pre-pended as the start of the message for the encryption process.
The encryption process also uses the Cipher Block Chain (CBC) mode with a unique Initialisation
Vector (IV) that incorporates the Station ID of the device and a random starting value that is derived
from the OTP at index N. The CMAC followed by CBC-encryption ensures that every packet is
cryptographically unique and indistinguishable from any other message.

On the receiving end, the corresponding key derived with index N of the OTP is used to decrypt the
message. The ICSProtect devices then recomputes the KAT. If the KAT value does not match, it is
assumed that the message has been altered and the packet is discarded (Mobley, 2025). Additionally,
IEC-104 traffic is often transferred in binary; therefore, it would be difficult to tell if a message has
been decrypted correctly without the use of a KAT.



5.1.5 Encapsulation and Decapsulation

ICSProtect devices use a TCP connection, therefore encapsulation is necessary to route and transfer
packets in User-Datagram-Protocol (UDP) format, regardless of the original protocol. At the sending
end, the device encases the encrypted data with header information before transmission. At the
receiving end, it removes these elements to reconstruct the original message.

The final encapsulated network packet is shown in Figure 6.

Encrypted
Network Packet
Unencrypted
‘ Headers | Ethernet IP UDP BST Data
Blueskytec ENES i s',:ci PoRT pony BST ‘ N KAT IEC104 Message Padding

Layer 2 Layer 3 Layer 4
Data 4 5 4

Figure 6 BST Network Packet Structure

When a packet is encrypted, the ICSProtect device adds a BST header and footer, with the header
containing key components such as packet routing information and key index (N). Including N in the
packet header ensures synchronisation between communicating devices. When a message is sent or
received, the index increments. If a message arrives with an index of N-1 (outdated), the device
discards it. If a message arrives with N+1 (indicating potential packet loss), the device assumes loss
and adjusts the index. This method guarantees reliability even in networks with redundant lines.
Among multiple packets, the device processes the first one that decrypts correctly and discards the
rest, avoiding duplicate messages. (Mobley, 2024)



5.2 ICS Network Communications Design

In an ideal scenario, the network shown in Figure 7 represents a good, accurate setup of a
communication network between two independent ICS, with inputs, outputs, a PLC, HMIs for each
system, connected with a BST network. Please note that this diagram is purely exemplary, the systems

are not real.
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ICSProtect

>
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Figure 7 Representative example of ideal ICS network setup

However, this setup is not achievable with the available resources, equipment and time. Therefore,
multiple network configurations will be designed to allow various tests to be performed.
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5.2.1 Network Requirements

Testing of the ICSProtect should be conducted using network equipment that accurately replicates an
ICS environment to ensure realistic assessments of its functionality and security effectiveness.

A list of required hardware, software and quantities can be found in Table 4.

Hardware

BST ICSProtect Devices 2
Allen Bradley HMI 1
Allen Bradley PLCs 5
Light Emitting Diodes (LEDs) 5
Network Switch 3
Windows Desktop 2
Windows Monitor 3
Arduino 1
Oscilloscope 1
Ethernet Cables 12
Power Source 1
Power Cables 18
Software

Vinci

Packet Sender
Wireshark

Table 4 Required Networking Equipment



Rowan Edlington - 2025

5.2.2 IEC104 Setup

Unfortunately, the PLCs available for this project do not have native IEC-104 functionality.
Replicating IEC-104 protocol traffic involves complex timing, stateful communication, and hardware-
specific behaviours that are not easily replicated on general-purpose devices like laptops or
microcontrollers. Without dedicated equipment, emulating the full functionality of the protocol can
be difficult.

Vinci (Elseta, 2025), a simulation tool for industrial protocols, overcomes general-purpose hardware
limitations by enabling IEC104 traffic generation in connected devices. With Vinci, an Arduino can
function as the IEC-104 master while a laptop serves as the slave, facilitating basic communication
flow simulations. The Arduino runs a simple script. For traffic monitoring, Wireshark can be used
with port mirroring on a switch, allowing for packet capture and analysis of encrypted IEC-104
communications between the master and slave devices, as illustrated in Figure 8.

Wireshark

Y=

Laptop

Slave
| BST L ><| BST [«—> %

————\ h T Switth

Arduino
Master

Figure 8 IEC104 Network Design
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5.2.3 ICS Setup

To evaluate the system's functionality, a network environment can be established using BST
ICSProtect devices, switches, Allen Bradley PLCs, an HMI, a Windows desktop, and a monitor, as
illustrated in Figure 9. Unfortunately, this equipment does not have native IEC-104 communication
but can still be used for functional tests.

This design aims to replicate ICS environments as accurately as possible with the available equipment.
System A includes PLCs, LEDs and a HMI. The HMI interacts with the PLCs, offering real-time
updates similar to a live industrial setting, reflecting many ICS configurations where the HMI is located
separately from the PLCs for centralised operations. This network will facilitate functional and safety
tests, including communication transmissions and interruptions. The HMI enables real-time
monitoring of the PLC states when network and power cables are disconnected from the ICSProtect.

The Windows desktop serves as System B, facilitating traffic exchange with the PLCs. Packet Sender,
a free and open-source network testing utility, will be deployed on the Windows desktop to generate
network traffic of varying packet sizes, with the PLCs able to respond accordingly. This tool supports
TCP, UDP, and SSL connections and is widely utilised in cybersecurity testing due to its ability to
simulate network communication. Given that ICSProtect devices rely on UDP packets, this
configuration provides a realistic assessment of network behaviour.

System B
——
System A |
Wiresh _— Windows Desktop

- 3 I —T=

E— A
LED 'D/ PLC ﬂ

\ 4

T Switch Switch Switchf
LED D' PLC ]
LED 'ﬁ‘ D PLC /]

HMI

Figure 9 ICS Network Design
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For network traffic analysis, Wireshark will utilise port mirroring on a switch for packet capture.
However, it cannot accurately measure microsecond-scale latency due to software limitations.
Therefore, an oscilloscope is necessary for precise timing measurements, offering high-resolution,
real-time waveform analysis to detect small timing variations. This is crucial for verifying compliance
with the 100us latency specified in the product’s datasheet (Blueskytec, 2024). The final setup,
including the oscilloscope for accurate latency measurement, is shown in Figure 10.

Oscilloscope

Y

System A { BST bsd BST | System B

A

Switch

Figure 10 ICS Network with Oscilloscope
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5.2.4 Cyber Attacker Setup

Figure 11 represents a very similar ICS environment, simulating a network where two systems
communicate through ICSProtect devices connected via a switch. Wireshark is again able to analyse
traffic. The malicious actor represents a cyber threat that has gained access to the network and is
attempting to perform reconnaissance to devise an attack. Packet Sender will be used on the malicious
actor’s device to generate and transmit crafted packets, allowing the attacker to simulate various
threats. This includes data exfiltration by attempting to extract sensitive ICS information such as
system commands. The attacker can also perform traffic spoofing, generating false packets or
modifying legitimate communication to inject malicious commands or cause operational disruptions.
Additionally, this setup allows for man-in-the-middle (MitM) attacks, where the malicious actor
manipulates data in transit between the systems, potentially altering critical commands or corrupting
data. This configuration enables security testing by replicating realistic attack scenarios.

Wireshark Malicious Actor

System 1 BST bt BST « System 2
<

Switch

Figure 11 Cyber Attack Network Design
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6 Implementation
6.1 Lab Setup

The test lab has been configured according to the network design, using the specified equipment.
Figure 12 depicts System A, aligned with the network design shown in Figure 9. In this setup, PLCs

are connected to LEDs, controlling whether they are on or off. All PLCs are networked through a
switch, which routes their data to the BST ICSProtect device.

The PLCs control the !

LEDs and
communicate their

states (on or off) to
the HMI

NSSSSSSS

Network Switch

Figure 12 System A components connected to a switch
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Figure 13 illustrates the ICSProtect devices and the network switch of System B, which is connected
to the HMI. One ICSProtect unit interfaces with the switch in System A, enabling communication
with the PLCs. The second ICSProtect device connects to the switch in System B, which includes a
Windows desktop. There is a central switch to bridge communication between the two systems via
the ICSProtect devices. This aligns with the design in Figure 9.

Additionally, the central switch is connected to a laptop running Wireshark via a mirrored port,
enabling packet capture and traffic analysis.

[T % y ‘ =
_, | g 7 4
=

y

| Allen Bradley
HMI

Figure 13 ICSProtect Devices and System B components
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Figure 14 presents System B, the Windows desktop setup. Figure 15 shows the Wireshark monitoring
laptop.

System B |

Windows system with
PacketSender

a®

Extra monitor
for Wireshark

Wireshark on  w=—a =

y ”\"’ -
port mirroring '.v ——

Figure 15 Wireshark laptop
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For testing IEC-104 protocol traffic, an Arduino and a laptop running Vinci software are used, as in
Figure 8. The Arduino functions as the master device, issuing commands to which the laptop responds.
The Arduino unit utilised in this setup is shown in Figure 16.

Figure 16 Arduino master unit
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7 Testing

A series of tests have been conducted to verify the product's performance against the specified
requirements. Each section includes a concise test plan summarising the tests carried out. The network
configuration used matches the network designs outlined in Section 5. Each test plan outlines a Test
ID for traceability (Test ID), the mapped requirement ID (Req ID), a summary test aim (Test Aim),
the network used (Network), and the Pass/Fail status (State).

Certain requirements cannot be empirically tested Therefore, the status "Assumed Pass" is used to
indicate that the requirement is considered satisfied based on judgement of the available
documentation.

Extensive test plans are provided in Appendix B, offering additional detail, including the full test
methods, expected outcomes, and actual results.



Rowan Edlington - 2025

7.1 Functional Testing

This section outlines the tests conducted to verify that the system meets its defined functional
requirements. Each test was designed to assess a specific aspect of system performance, including
protocol validation, latency, and throughput. The results are documented in Table 5.

TestID [Req ID ([Test Aim Network |State
FO1-1

BST-FT1 |[F02-1 [Validate IEC104 protocol usage and bidirectional communication. Figure 8 Pass
F02-2

BST-FT2 |F03-1  |Measure data transmission latency Figure 10  |Pass

BST-FT3 |F04-1  |Measure data transmission throughput Figure 9 Pass

Table 5 Functional Test Plan

7.1.1 BST-FT1

Figure 17 displays the traffic captured using Wireshark on the laptop slave in the network diagram
Figure 9. The traffic consists of IEC-104 protocol bidirectional communication between the Arduino
master (192.168.10.240) and the laptop slave (192.168.10.178).

TESTFR act: Send a test frame to check connection

TESTFR con: Confirmation response to a test frame activation

61 54.099824 192.168.10.178 192.168.10.240 IEC 60870-5-104 60 <- U (TESTFR act)
62 54.100345 192.168.10.240 192.168.10.178 IEC 60870-5-104 60 —> U (TESTFR con)

Figure 17 IEC104 Traffic Capture

When Wireshark is used on a switch with port mirroring enabled, Figure 18 shows the traffic being
transmitted as UDP packets. This occurs because the product encapsulates the encrypted data,
enabling it to be transferred over the TCP connection between the ICSProtect devices.

54 42.830780 192.168.10.240 192.168.10.178 ubpP 132 2404 - 49168 Len=90
55 42.830780 192.168.10.178 192.168.10.240 ubp 132 49168 - 2404 Len=90
56 43.600318 192.168.10.178 192.168.10.240 ubp 132 49168 - 2404 Len=90
58 44.604777 192.168.10.178 192.168.10.240 ubpP 132 49168 - 2404 Len=90
59 44.606133 192.168.10.240 192.168.10.178 ubp 132 2404 - 49168 Len=90
60 44.606133 192.168.10.178 192.168.10.240 ubp 132 49168 - 2404 Len=90

Figure 18 UDP Traffic Capture

Figure 18 shows alternating IP addresses, communicating bidirectionally, therefore BST-FT1 is
validated.
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7.1.2 BST-FT2

As in Figure 10, the oscilloscope has been connected either side of the two ICSProtect devices, to
measure latency of the whole transmission. The oscilloscope capture in Figure 19 shows a latency of
89.6 us between the transmission and reception of a 600-byte packet.
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DCIM Timebase Trigger  C1DC &%

10X 1.00v/div 1.00v/div -372ms  20.0us/div Stop 650mv  12:29:23
20M 467mV -2.72V 10.0Mpts 20.0MSa/s Edge Falling 2025/3/5

Figure 19 Oscilloscope Capture

A standard packet size is 600 bytes; however, as packet sizes can vary significantly, latency is likely
to increase with larger packet sizes. Further tests were conducted to verify latency across different
packet sizes, as shown in Figure 20, which lists the standard tests that have been created to transmit
packets of certain lengths. The graph in Figure 21 displays the result of each packet size test. As
depicted in the bars, the packet transmission period is the primary contributor to latency, not the
encryption process.

Name Resend To Address ToPort  Method
0060 byte message UDP 192.168.10.174 ubp 60messagelength60m
0100 byte message UDP 192.168.10.174 uDpP 100messagelength100messagelength100messagelength100message
0150 byte message UDP 192.168.10.174 ubp 150messagelength150messagelength150messagelength150messagelength150messagelen:
0250 byte message UDP 192.168.10.174 ubp 250messagelength250messagelength250messagelength250messagelength250messagelen:
0400 byte message UDP 192.168.10.174 ubp 400messagelength400messagelength400messagelength400messagelength400messagelen

0550 byte message UDP 192.168.10.174 ubpP 550messagelength550messagelength550messagelength550messagelength550messagelen

0700 byte message UDP 192.168.10.174 upbp 700messagelength700messagelength700messagelength700messagelength700messagelen

0850 byte message UDP 192.168.10.174 505 ubp 850messagelength850messagelength850messagelength850messagelength850messagelen
1000 byte message UDP 192.168.10.174 505 ubp 1000messagelength1000messagelength1000messagelength1000messagelength1000messa
1150 byte message UDP 192.168.10.174 ubp 1150messagelength1150messagelength1150messagelength1150messagelength1150messa|

1300 byte message UDP 192.168.10.174 ubp 1300messagelength1300messagelength1300messagelength1300messagelength1300messa

Figure 20 Packet Size Transmission Tests
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Figure 21 Bar Graph of Packet Size vs Time Delay in Transmission

F03-1 has been met sufficiently, because even at a packet size of 1400 bytes, the measured latency is
200us, which is well within the specified latency requirement of <250 ps. Additionally, in the IEC-
104 protocol, the maximum packet size is determined by the APDU (Application Protocol Data Unit)
length, which consists of the fixed 6-byte APCI (Application Protocol Control Information) and the
ASDU (Application Service Data Unit), typically limited to 253 bytes. This results in a maximum
packet size of 259 bytes. With this packet size, the estimated latency is 50us, which is 1/5% of the
allocated latency specified in the requirement.

7.1.3 BST-FT3

At the maximum capability of PacketSender, the ICSProtect devices successfully transmitted traffic
with no loss of traffic. Throughput measurements from the activity monitors on the sending and
receiving systems showed values between 93MB/s and 96MB/s over one minute. This far exceeds the
1.12MB/s required for 800 updates/second, even with the maximum packet size of 1400 bytes.

e 1400bytes * 800updates/s = 1120000bytes/s = 1.12MB/s

Latency measurements also support the system's throughput capability. The time delay for sending
and receiving the maximum packet size was 200us (Figure 19), which is well within the update time
required to achieve 800 updates/s:

Time per update: 1/800 = 1250us

e Latency: 200us < 1250us
Since 200us is significantly less than 1250us, the system can easily handle 800 updates per
second.

As in the previous test, the maximum packet size expected for IEC-104 is 259 bytes. The estimated
latency is 50us for a 259-byte packet. These values allow the system to support up to 20,000 updates
per second:

e 1s/50us =20,000 updates/s.
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7.2 Non-Functional

This section outlines the non-functional testing undertaken to verify that ICSProtect meets non-
technical operational requirements. These tests evaluate the system’s interoperability with connected
devices, its long-term maintainability and durability, and its environmental resilience.

TestID [Req ID ([Test Aim State
BST-NT1 NO1-1  |Verify 1nter9pergb1hty .w1th all connected devices, ensuring no Assumed Pass
NO01-2  |reconfiguration is required for deployment.
NO02-1 . . o .
BST-NT2 N02-2 Verify maintenance and lifetime expectations. Pass
NO03-1 . . o
BST-NT3 N03-2 Verify environmental suitability. Assumed Pass

Table 6 Non-Functional Test Plan

7.2.1 BST-NT1

Interoperability for NO1-1 and NO1-2 cannot be thoroughly tested due to limited equipment diversity.
However, functional tests demonstrate that ICSProtect devices can seamlessly interoperate with
laptops, desktops, Arduinos, PLCs, and HMIs without requiring reconfiguration or modification.

7.2.2 BST-NT2

In the BST ICSProtect, keys are derived from a OTP key block containing bits for 2 unique keys. At
the specified usage rate of 800 keys per second (one key per message), this key block is sufficient to
last for ~730.67 million years, verifying the operational requirements for N02-1.

To maintain security, ICSProtect allows the entropy block to be rotated or remixed with salt if
compromised, generating a fresh OTP keyspace. This process can be repeated 26321 times, resulting
in an overall possible entropy of 243D, Consequently, this generates a total of 2°° unique keys,
extending the operational lifespan of the system to ~1.57 quintillion years.

Calculation results can be seen in Table 7, rounded to two decimal places. The complete calculations
are included in Appendix C.

OTP keys 18446744073709600000
Keys used per second 800

Keys used per year 25246080000

Years of use ~730.67 million years
Years of use with remixing ~1.57 quintillion years

Table 7 Key Usage Calculation Results

Additionally, the need for a low-maintenance product is satisfied as ICSProtect devices have no
software, eliminating updates or patches, achieving N02-2 as the product does not need regular
maintenance.



7.2.3 BST-NT3
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Due to lack of equipment, environmental conditions such as temperature and humidity have not been
tested. However, the ICSProtect’s data sheet (Blueskytec, 2024) has the values in Figure 22, which
comply with the required temperature and humidity ranges of N03-1 and N03-2, as in Table 8.

Operational Ranges Requirement Datasheet Value
Temperature Range +4°C to + 55°C -40°C to +100°C
Humidity Range 40% to 60% 0% to 70%

Table 8 Environmental Conditions

It should be noted that devices with a battery have a smaller temperature range of -20°C to +60°C,
which is still within the specified requirements.

Temperature
(operational)
Temperature
(storage)
Humidity

-20 °C to +60 °C (with to Li-ion battery)
-40 *C to +100 "C without Li-ion battery
-20 °C to +60 °C (with to Li-ion battery)
-40 °C to +100 °C without Li-ion battery
0 = 70% humidity

Figure 22 Environmental Values (Blueskytec, 2024)
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7.3 Safety

This section addresses the safety aspects of ICSProtect by evaluating its resilience to power and
network faults, ensuring that the system behaves predictably and recovers promptly without
compromising operational integrity. The conducted tests simulate power and network failures.

TestID [ReqID ([Test Aim Network |[State
S01-1
S01-2  |Introduce power faults. Observe network behaviour to ensure system |,..

BST-STI S01-3  |recovers quickly and effectively. Figure 9 Pass
S01-4
S01-1

S01-2 Introduce network faults. Observe network behaviour to ensure
S01-3  |system recovers quickly and effectively.
S01-4

BST-ST2 Figure 9 Pass

Table 9 Safety Test Plan

7.3.1 BST-ST1

Once the power cable has been disconnected, the device stops operating. However, there is a device
available that does include a battery, which would mitigate this failure. Additionally, NPPs typically
have extensive power backups that automatically activate in the event of failure.

When the power cable is reconnected, the device continues operations within ~2 seconds, with the
indication of amber lights whilst powering on, and green lights when operating.

7.3.2 BST-ST2

Once the network cable has been disconnected, the HMI displays an error to demonstrate that
communications with the PLCs have been interrupted, as in Figure 23.

When the network cable is reconnected, the device continues operations within ~1.5 seconds, with the
HMI once again displaying the PLC’s communicated states, as in Figure 24.

Additionally, devices can be connected in parallel redundantly, meaning that in the event of one
network line failing, the redundant one could be used to continue operations.
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Figure 23 Error on HMI due to Network Cable Disconnection

Figure 24 Reconnection of Network Cable and HMI Functioning Corectly
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7.4 Cyber Security

It is typically quite difficult to predict what attackers may do inside a network. Therefore, ICS Cyber
Kill Chain is a useful framework to follow for cyber testing as it has a broad scope and focuses on
mitigating attacks early and disrupting the chain of events. In Stage 1, attackers may aim to infiltrate
the system through various means (Assante and Lee, 2015). Due to time constraints, not all entry
methods will be thoroughly tested. For this project, it is assumed the attacker has successfully accessed
the central network switch and is operating as a MITM.

Once inside the system, the attacker may conduct reconnaissance, including network scanning, to
gather information and plan a targeted Stage 2 attack. The goal of these cyber tests is to perform
reconnaissance and execute initial attacks to gain information about the system.

TestID [Req ID ([Test Aim Network |State
COL-1 1y erify that the product adheres t by-design principl

BST-CTI |CO1-2 |} Sy thatthe product aciieres Lo SeCUre-by-Cesigh Principies, Ipioyre 11 [Assumed Pass
C01-3 defence-in-depth and zero-trust.
C02-1

C04-1  |Ensure that transmitted packets remain confidential and
C04-2 [|authentic, safeguarding against unauthorised access.
C04-3

BST-CT2 Figure 11  |Pass

Ensure that transmitted packets maintain their integrity,

BST-CT3 1C03-1 preventing unauthorised modifications.

Figure 11  |Pass

C05-1
BST-CT4 |C05-2  [Perform tampering to ensure detection and prevention occurs. |Figure 11  [Assumed Pass
C05-3

Table 10 Cyber Security Test Plan

7.4.1 BST-CT1

For CO1-1, the product’s documentation claims adherence to secure-by-design principles, supported
by its architecture. Using FPGAs instead of general-purpose processors removes reliance on traditional
software stacks, eliminating classes of software vulnerabilities and reducing cyber intrusion risks. Pre-
placed OTP keys negate the need for key exchanges, lowering exposure to key distribution attacks.
Physical anti-tamper mechanisms and PUF classification provide hardware-level protection. Security
is integrated from the outset, not added retroactively.

For CO01-2, the product employs layered security through hardware components, OTP encryption, and
anti-tamper controls. These overlapping safeguards ensure that if one layer is bypassed, others still
provide protection. OTP, Twofish, and PUF technologies bolster cryptographic resilience, while
physical protections deter tampering — forming strong defence-in-depth.

For C01-3, BST follow zero-trust principles as the product assumes no network component is
inherently trustworthy. Each device operates independently, enforcing strict validation at every
communication point. Embedded OTP keys eliminate the need for trust-based key exchanges, and the
rules engine ensure only authorised packets are transmitted and received. Message authenticity is
confirmed via cryptographic KAT, establishing trust through verification rather than assuming it by
default.



7.4.2 BST-CT2

These tests aim to ensure that transmitted packets remain confidential and authentic, safeguarding
against unauthorised access. A MitM attacker attempting to exfiltrate data is able to receive packets,
as shown in Figure 25; however, the data is encrypted, assuring C02-1. Implementing stricter firewall
rules — such as allowing traffic only from a defined list of trusted IP addresses — would prevent
unauthorised devices from receiving packets unless they successfully spoof a permitted IP address.

s 12:07:40.971 172.16.1.174 505 504 A\ \ A 2\b6\81\93\bc\S\96\aaul\Ib\:

o 12:07:40.875 172.16.1.174 505 \ A \ \ \ f]c\b4\b6s\9f\b2+3\cb\eT\11\

& 12:07:40.773 172.16.1.174 505
Figure 25 Encrypted Packet Data

A MitM attacker attempting to inject data packets into the network fails, as ICSProtect devices
automatically drop unauthorised traffic, achieving C04-1, C04-2, C04-3. The endpoints do not register
these packets because falsified traffic lacks the required BST header, which includes essential
information such as the key index needed for decryption. Without this header, the packets are
considered invalid and discarded immediately.

Additionally, the key index prevents replay attacks. If a man-in-the-middle (MitM) attacker captures
traffic and attempts to replay it, the key index of the packet will be N-1, making it invalid. As a result,
the packet will be immediately discarded by the system.

A MitM attacker attempting to modify packets would find it difficult due to the encryption of the
traffic. However, if a MitM device does modify the packet, the endpoints will attempt to process it by
first decrypting the KAT. The KAT is pre-placed in each device and never transmitted, so it will
always decrypt to the expected value. If the KAT does not decrypt correctly, the packet will be
discarded.

The KAT also serves to verify that legitimate traffic has been decrypted correctly. While plaintext
traffic is easily identifiable as legitimate, IEC104 communications are often transferred in a format
that is unreadable to humans. In such cases, the KAT ensures that the data has been decrypted
correctly, providing a safeguard against tampering.
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7.4.3 BST-CT3

The aim of the test was to verify that transmitted packets remain secure and unaltered, ensuring data
integrity and resistance to unauthorised modification.

A MITM device can record traffic and attempt data exfiltration.

PacketSender was used to send the data ‘100messagelength’ repeated up to 100 bytes to a legitimate
endpoint, as shown in Figure 26.

o 12:07:45.944 172.16.1.174 505 - 100messagelength100messagelength100messagelength100message

& 12:0 : 100messagelength100messagelength100messagelength100message

52 172.16.1.174 505 - 100messagelength100messagelength100messagelength100message

Figure 26 Transmitted Plaintext Data Packets

Figures 27, 28 and 29 are packet captures that have been selected randomly. The data from the packets
is shown to be encrypted. Despite all transmitted messages containing the same repeated plaintext
(‘100messagelength’), each packet displays a different ciphertext in the capture. This confirms that
traffic is encrypted, and the encryption process produces unique outputs for identical inputs, validating
the functionality of the OTP and achieving C03-1.

No. | Time | Source | Protocol | Length | Info
0.000000 172.16.1.174 172 173 UDP 180 505 - 504 Len=138
0.051091 192.168.10.230 192. .145 TcP 1514 5999 - 61807 [ACK] Seq=1 Ack=1 Win=475 Len=1460
0.051091 192.168.10.230 192. .145 TcP 1514 5999 - 61807 [ACK] Seq=1461 Ack=1 Win=475 Len=1460
0.051154 192.168.10.145 192. .230 TcP 54 61807 - 5999 [ACK] Ack=2921 Win=4106 Len=0
0.051290 192.168.10.230 192. .145 TcP 1514 5999 - 61807 [ACK] 921 Ack=1 Win=475 Len=1460
0.051290 192.168.10.230 192. .145 TcP 1514 5999 - 61807 [ACK] Seq=4381 Ack=1 Win=475 Len=1460
0.051313 192.168.10.145 192. .230 TcP 54 61807 - 5999 [ACK] Seq=1 Ack=5841 Win=4106 Len=0
0.051547 192.168.10.230 192. .145 TcP 1514 5999 - 61807 [ACK] Seq=5841 Ack=1 Win=475 Len=1460
0.051547 192.168.10.145 192. .230 TCcP 60 61807 - 5999 [ACK] Se
0.051547 192.168.10.230 192. .145 TcP 1514 5999 - 61807 [ACK] Se
0.051613 192.168. TCP 54 61807 - 5999 [ACK] Se Ack=8761 Wil
0.051791 192.168 TcP 60 61807 - 5999 [ACK
0.051791 . . 5999 - 61807
0.051791 5999 - 61807 [ACK] 0221 Ack=1 Win=475 Len=1460
0.051831 192.168.10.145 192. .230 TcP 54 61807 - 5999 [ACK] Seq=1 Ack=11681 Win=4106 Len=0
0.052063 192.168.10.145 192. .230 TcP 60 61807 - 5999 [ACK] Seq=1 Ack=8761 Win=4106 Len=0
0.052063 192.168.10.230 192. .145 TcP 1514 5999 - 61807 [ACK] Seq=11681 Ack=1 Win=475 Len=1460
0.052063 192.168.10.230 192. .145 TcP 1514 5999 - 61807 [ACK] 3141 Ack=1 Win=475 Len=1460
0.052101 192.168.10.145 192. .230 TcP 54 61807 - 5999 [ACK] Ack=14601 Win=4106 Len=0
0.052317 192.168.10.145 192. .230 TcP 60 61807 - 5999 [ACK] Seq=1 Ack=11681 Win=4106 Len=0
0.052317 192.168.10.230 192. .145 TcP 1514 5999 - 61807 [ACK] Seq=14601 Ack=1 Win=475 Len=1460
0.052317 192.168.10.230 192. .145 TcP 1514 5999 - 61807 [ACK] Seq=16061 Ack=1 Win=475 Len=1460
0.052352 192.168.10.145 192. .230 TcP 54 61807 - 5999 [ACK] Ack=17521 Win=4106 Len=0
0.052569 192.168.10.145 192. .230 TcP 60 61807 - 5999 [ACK] Ack=14601 Win=4106 Len=0
0.052569 192.168.10.230 192. .145 TcP 1514 5999 - 61807 [ACK] 7521 Ack=1 Win=475 Len=1460
0.052569 192.168.10.230 192. .145 TcP 1514 5999 - 61807 [ACK] 8981 Ack=1 Win=475 Len=1460
0.052604 192.168.10.145 192. .230 TcP 54 61807 - 5999 [ACK] Ack=20441 Win=4106 Len=0
0.052818 192.168.10.145 192. .230 Tcp 60 61807 - 5999 [ACK] Ack=17521 Win=4106 Len=0
0.052818 192.168.10.230 192. .145 TcP 1514 5999 - 61807 [ACK] 0441 Ack=1 Win=475 Len=1460
0.052818 192.168.10.230 192. .145 TcP 1514 5999 - 61807 [ACK] Seq=21901 Ack=1 Win=475 Len=1460
0.052852 192.168.10.145 192. .230 TcP 54 61807 - 5999 [ACK] Seq=1 Ack=23361 Win=4106 Len=0
0.053063 192.168.10.145 192. .230 TcP 60 61807 - 5999 [ACK] Ack=20441 Win=4106 Len=0
0.053063 192.168.10.230 192. .145 TcP 1514 5999 - 61807 [ACK] 3361 Ack=1 Win=475 Len=1460
0.053063 192.168.10.230 192. .145 TcP 1514 5999 - 61807 [ACK] Seq=24821 Ack=1 Win=475 Len=1460
0.053090 .168.10. .168.10. 61807 - 5999 [ACK] Seq=1 Ack=26281 Win=4106 Len=0
0101 = Header Length: 20 bytes (5) VbAAZd;g E;:?::{f
> Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT) XLAOMoWw CrIXsAfZ

Total Length: 1500 aLAOrcmw DjKKSAG+
Identification: @xe2e3 (58083) CMAHDNHA CEUSWAS:
> 010. .... = Flags: @x2, Don't fragment I8ANy+TA AB51WAHO

. N dsABVNTA BwzYwAgl
...0 0000 0000 0000 = Fragment Offset: @ GCABgT4y ADAMOZEw

Time to Live: 64 YZzyMAFY QzAF7XQw
Protocol: TCP (6) DSOMABH oEAH7PJA
Header Checksum: @xbb7@ [validation disabled] C15jQARX pEACMhVA
[Header checksum status: Unverified] oL D]
Source Address: 192.168.10.230 ggg:;::g :T:i:i:g
Destination Address: 192.168.10.145 GQDxhilG NQAFWtYA

[Stream index: 1] AIQnAACE KgALalsA
Transmission Control Protocol, Src Port: 5999, Dst Port: 61807, Seq: 8761, Ack: 1, Len: 1460 COCBAACY whECxjQQ
Data (1460 bytes) CQULEACY xhAMc5cQ

Data [..]: 7167437249517341665a25962414133644b774339686a73416974784c41474d615777437249587341665a614c414172636d77446a« hEsz ShAROERG

ALcM

Figure 27 Encrypted Traffic Capture Sample ‘13’
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192.168.10.230

200 0.253222 192.168.10.145 TCP 1514 5999 - 61807
201 0.253311 192.168.10.145 192.168.10.230 TCP 54 61807 - 5999
202 0.253431 192.168.10.230 192.168.10.145 TCP 1514 5999 - 61807
203 0.253431 192.168.10.230 192.168.10.145 TCP 1514 5999 - 61807
204 0.253461 192.168.10.145 192.168.10.230 TCP 54 61807 - 5999
205 0.253673 192.168.10.230 192.168.10.145 TCP 1514 5999 - 61807
206 0.253673 192.168.10.145 192.168.10.230 TCP 60 61807 - 5999
207 0.253673 192.168.10.230 192.168.10.145 TCP 1514 5999 - 61807
208 0.253733 192.168.10.145 192.168.10.230 TCP 54 61807 - 5999
209 0.253918 192.168.10.145 192.168.10.230 TCP 60 61807 - 5999
210 0.253918 192.168.10.230 192.168.10.145 TCcP 1514 5999 - 61807
211 0.253918 192.168.10.230 192.168.10.145 TCcP 1514 5999 - 61807
212 0.253956 192.168.10.145 192.168.10.230 TCP 54 61807 - 5999
213 0.254176 192.168.10.145 192.168.10.230 TCP 60 61807 - 5999
214 0.254176 192.168.10.230 192.168.10.145 TCP 1514 5999 - 61807
68.10.230 68. 1!

216 0.254230 192.168.10.145 192.168.10.230 TCP 54 61807 - 5999
217 0.254416 192.168.10.145 192.168.10.230 TCP 60 61807 - 5999
218 0.254416 192.168.10.230 192.168.10.145 TCP 1514 5999 - 61807
219 0.254416 192.168.10.230 192.168.10.145 TCP 1514 5999 - 61807
220 0.254452 192.168.10.145 192.168.10.230 TCP 54 61807 - 5999
221 0.254674 192.168.10.145 192.168.10.230 TCP 60 61807 - 5999
222 0.254674 192.168.10.230 192.168.10.145 TCP 1514 5999 - 61807
223 0.254674 192.168.10.230 192.168.10.145 TCP 1514 5999 - 61807
224 0.254717 192.168.10.145 192.168.10.230 TCP 54 61807 - 5999
225 0.254923 192.168.10.145 192.168.10.230 TCP 60 61807 - 5999
226 0.254923 192.168.10.230 192.168.10.145 TCP 1514 5999 - 61807
227 0.254923 192.168.10.230 192.168.10.145 TCP 1514 5999 - 61807
228 0.254965 192.168.10.145 192.168.10.230 TCcP 54 61807 - 5999
229 0.255169 192.168.10.145 192.168.10.230 TCP 60 61807 - 5999
230 0.255169 192.168.10.230 192.168.10.145 TCP 1514 5999 - 61807
231 0.255169 192.168.10.230 192.168.10.145 TCP 1514 5999 - 61807
232 0.255205 192.168.10.145 192.168.10.230 TCP 54 61807 - 5999

233 0.255445 192.168.10.145 192.168.10.230 TCP 60 61807 - 5999

. 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT)

Total Length: 1500

Identification: @xe347 (58183

010. .... = Flags: 0x2, Don't fragment

...0 0000 0000 0000 = Fragment Offset: @

Time to Live: 64

Protocol: TCP (6)

Header Checksum: Oxbboc [validation disabled]

[Header checksum status: Unverified

Source Address: 192.168.10.230

Destination Address: 192.168.10.145

[Stream index: 1]
Transmission Control Protocol, Src Port: 5999, Dst Port: 61807, Seq: 149553, Ack: 23, Len: 1460
Data (1460 bytes)

[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]

[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]

[ACK] st

[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]

37873 Ack=23
3 Ack=139333

46633 Ack=23

Seq=155393 Ack=23
3 Ack=156853

Data [..]: 414f34684577413678794d417535777a415044755177626c47474d416c30787a414433586777423937354d415721656a41456d38!

| Destination | Protocol | Length |Info

192.168.10.145 TCP 1514 5999 - 61807

713 0.723803 192.168.10.230

714 0.723837 192.168.10.145 192.168.10.230 TCP 54 61807 - 5999
715 0.724054 192.168.10.145 192.168.10.230 TCP 60 61807 - 5999
716 0.724054 192.168.10.230 192.168.10.145 TCP 1514 5999 - 61807
717 0.724054 192.168.10.230 192.168.10.145 TCP 1514 5999 - 61807
718 0.724071 192.168.10.145 192.168.10.230 TCP 54 61807 - 5999
719 0.724302 192.168.10.145 192.168.10.230 TCP 60 61807 - 5999
720 0.724302 192.168.10.230 192.168.10.145 TCP 1514 5999 - 61807
721 0.724302 192.168.10.230 192.168.10.145 TCP 1514 5999 - 61807
722 0.724318 192.168.10.145 192.168.10.230 TCP 54 61807 - 5999
723 0.724554 192.168.10.145 192.168.10.230 TCP 60 61807 - 5999
724 0.724554 192.168.10.230 192.168.10.145 TCcP 1514 5999 - 61807
725 0.724554 192.168.10.230 192.168.10.145 TCcP 1514 5999 - 61807
726 0.724575 192.168.10.145 192.168.10.230 TCP 54 61807 - 5999
727 0.724801 192.168.10.145 192.168.10.230 TCP 60 61807 - 5999
728 0.724801 192.168.10.230 192.168.10.145 TCP 1514 5999 - 61807
729 0.724801 192.168.10.230 192.168.10.145 TCP 1514 5999 - 61807
730 0.724816 192.168.10.145 192.168.10.230 TCP 54 61807 - 5999
731 0.725051 192.168.10.145 192.168.10.230 TCP 60 61807 - 5999

5999 - 61807

0.725051 192.168.10.230 192.168.10.145 5999 - 61807
734 0.725066 192.168.10.145 192.168.10.230 TCP 54 61807 - 5999
735 0.725304 192.168.10.145 192.168.10.230 TCP 60 61807 - 5999
736 0.725304 192.168.10.230 192.168.10.145 TCP 1514 5999 - 61807
737 0.725304 192.168.10.230 192.168.10.145 TCP 1514 5999 - 61807
738 0.725323 192.168.10.145 192.168.10.230 TCP 54 61807 - 5999
739 0.725558 192.168.10.145 192.168.10.230 TCP 60 61807 - 5999
740 0.725558 192.168.10.230 192.168.10.145 TCP 1514 5999 - 61807
741 0.725558 192.168.10.230 192.168.10.145 TCP 1514 5999 - 61807
742 0.725586 192.168.10.145 192.168.10.230 TCcP 54 61807 - 5999
743 0.725880 192.168.10.145 192.168.10.230 TCP 60 61807 - 5999
744 0.725880 192.168.10.230 192.168.10.145 TCcP 1514 5999 - 61807
745 0.725880 192.168.10.230 192.168.10.145 TCP 1514 5999 - 61807
746 0.725946 192.168.10.145 192.168.10.230 TCP 54 61807 - 5999

.. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not—ECT)
Total Length: 1500
Identification: @xed445 (58437
010. . Flags: @x2, Don't fragment
.0 0000 0000 0000 = Fragment Offset: @
Time to Live: 64
Protocol: TCP (6)
Header Checksum: @xbade [validation disabled
[Header checksum status: Unverified
Source Address: 192.168.10.230
Destination Address: 192.168.10.145
[Stream index: 1]
Transmission Control Protocol, Src Port: 5999, Dst Port: 61807, Seq: 508585, Ack: 67, Len: 1460
Data (1460 bytes)

[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]

[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]

Seq=67 Ack=505665
7 Ack=502745
05665 Ack=67
07125 Ack=67
7 Ack=508585
7 Ack=505665

14425 Ack=67
15885 Ack=67
7 Ack=517345
7 Ack=514425
17345 Ack=67
18805 Ack=67
7 Ack=520265

Data [..]: 524144476d6c51413553426b4144684d644144313561514167316d55414674314251435a417a55416a2b5a4641414e415651424b«

Figure 29 Encrypted Traffic Capture Sample

Win=475 Len=1460
Win=4106 Len=0
Win=475 Len=1460
Win=475 Len=1460
Win=4106 Len=0
Win=475 Len=1460
Win=4106 Len=0
Win=475 Len=1460
Win=4106 Len=0
Win=4106 Len=0
Win=475 Len=1460
Win=475 Len=1460
Win=4106 Len=0
Win=4106 Len=0
Win=475 Len=1460

Win=4106 Len=0
Win=4106 Len=0
Win=475 Len=1460
Win=475 Len=1460
Win=4106 Len=0
Win=4106 Len=0
Win=475 Len=1460
Win=475 Len=1460
Win=4106 Len=0
Win=4106 Len=0
Win=475 Len=1460
Win=475 Len=1460
Win=4106 Len=0
Win=4106 Len=0
Win=475 Len=1460
Win=475 Len=1460
Win=4106 Len=0
Win=4106 Len=0

215°

en:
Win=475 Len=1460
Win=4106 Len=0
Win=4106 Len=0
Win=475 Len=1460
Win=475 Len=1460
Win=4106 Len=0
Win=4106 Len=0
Win=475 Len=1460
Win=475 Len=1460
Win=4106 Len=0
Win=4106 Len=0
Win=475 Len=1460
Win=475 Len=1460
Win=4106 Len=0
Win=4106 Len=0
Win=475 Len=1460
Win=475 Len=1460
Win=4106 Len=0
Win=4106 Len=0

Win=4106 Len=0
Win=4106 Len=0
Win=475 Len=1460
Win=475 Len=1460
Win=4106 Len=0
Win=4106 Len=0
Win=475 Len=1460
Win=475 Len=1460
Win=4106 Len=0
Win=4106 Len=0
Win=475 Len=1460
Win=475 Len=1460
Win=4106 Len=0

44
46
af
4
47
de
4e
44
44
49
af
44
50
52
4c
43
af
4

7327
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n- AD
MAUSWZAP
MA10xzAD
MAW/ejAE
MAG4bTAN
MASBgEAD
QAO1WeAD
QAJIWKEAO
QAV+-+AK
QD/YbkA+
UA/J4VAE
UEUSK1AH
UEFjMGAB
YAKBUmAP
YA+96WAP
YAPIYHAK
CABEFXAb
CABXqHAH
CACNZ3AH

RA
BKADhMdA
mUAFt1BQ
ZFAONAVQ
6FAAaZ1Q
S2AG7uRg
h2AN1+hg
LWANU25g
03ADj fRw
hnADQzdw
OXAT9yxw
VNAOMo9w
XIADZ WA
V4APyuiA
+4AR3PYA
joAL/3CQ
4pACNI0Q
€JAORXmQ
7ZAAR66Q
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4hEwAGxy
DuQwb16G
3XgwB975
m8swAoKc
/vawBe//
PEFABP51
QYZACuMn
Qg lAAYRK
NhxAAIGd
jbIAIKGQ
€7JQA7RD
rftQDjcc
XnFgBKWS
dedgb710
zepgCa97
ncFwDKKC
K7ZwBX73
IqpwB657
r3CAAkgh

DGM1QASS
D150QAg1
CZ0zUAj+
BKGXUA/J
BBXQYCuj
DjOFYAGB
CnOSYADY
DIs/YAsy
AkglcASB
C+14cAh9
DbttcA6L
AGGTgAUF
D73mgAIN
AGS5gATN
Dq3NgAdy
C+/xkAke
DUIXkAGM
ATrMkA98
B8XQoBqd
Lioa
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Basic cryptanalysis was conducted on the extracted ciphertext in Figure 30 using open-source online
tools, as shown in Table 11. While limited statistical analysis was possible, none of the tools succeeded
in decrypting the message or revealing any meaningful information. The use of such tool increases
our confidence, but it should be noted that an APT would likely possess greater capabilities and attempt
more sophisticated cryptanalysis attacks.

~. . AFAAAQAAAAAEAATYAAAABRrj GAuiEAAfJCG+AMc52gBFKd4AOMb+ACQh rwC0c78A+97PAFWt3wCqUuBAutb/ABgMPOCOABzNHgBFKT4Axz L0AEUp

[XgDHOQ8AXe8fAKpSLWCS 1ID8A+95PABCEXwBFKWSAAAAADKIQAbAPDKpSAU+WCAEPEAAAAAY iEAFQDXgMRS LeAKYxbgDHOX4QRSmeAAQhPwA0Qk8AKpRf
AHNObwAc538AnvePAFWtnwDHOa8AAAAADKIQATAPGAUGMZ4AbWuuABj GvgCe984AXe/eADS17gCmMf4AGMafAL73 rwD//78w+97/ABgHhj EUADCEPGDT)
NE4A970PEBznLwDf/z8AWC5PAAAAAAY iEAGQDXgHCYxeAd//bgCqundBqlKuAf//vgFxjM4B/ /9vAAAAAAAY CKIQIA+e974Az3v0ACQh3gDf/78AmtbP)
AM973wBFKeBAAAAAAAy i EAHADXgKBCFeAMc5bhBFKY4ARSn+AMc5XwD/ /28QVa2PAIYxnwCGMe8AVa3/ABgExzkOEAQhLgD/ /w8QxzkvAAAAABgDohBg
D8c5/gDf//8AGAXHOQ5ABCFeADj GDzCe90@8ALGN fAAAAAAAaohADICHQDYyQh4BDDGOEeGsMYMiQhAPA0QjQAZz3tEAFGMVACY LGRQBCHEAQhC1AgWteQa
DGM1AJa1NYA@pSYALrU2ApalRgAIQLYALrUnAHWtRWD j GFcAspQoAJalSAHve1gAilJoIE IKmACGMagAxzkpABS 10QCWtV1QMIS5A0MYyQDj GDoAxz 1K
AIpSWgD rimoQDGOKAPOcmgCWtaoSy1rKAChCmwCOc8sA4xiMAIS5znAAsY8wAbWs tAJalPXA@pb@ARSNNAMtalgBx jDSQEISeACx j rgBFKb4AGD4kIQDw|
z3sECgQhNAAMY@QASpRUAHWt ZACWtXRACYZEAAQh1AaWteQXBCELALKUNQCWtUUCLrVVEPOcdQCy LIUWrnPFAG1rJgCWtTYGO5XWAKYXZgA@pScAxz X
AGUpGACWtSgC85xIAEUpaABta3hAy1rIAKYxGQBxjEkApjFpAJaleUBx jMkFZSkaABS ISgAEIWOACEJ6EChCmgCWtaoU4xgbAFWtKwCWtUsC5z1bAAQh
ucywAFKVCcAG1KbAAKIXwACYzsAJal/AAKIS@AspQ9AIalXUAIQuOAda39A0MYPgAMY@4AspReAHWtbgCWtX4gxzn+ABgvICEABHGMBAaKUOQAUYYU
AFWtpACWtbRA73t1AJalhQiWtZUAda21AJKUtQBx jMUwaUpmAJaldgay LJYARSmmMAFGMZWDHOZcANKVOAOtamGCWEWKA LrWZYFWtagCKUppg FKULAHGM|
[awCGMZsA1rUMAShCHACKUmwAUYycAAQh rACWtROA85wtAHGMPSCOCc20A73t9AZa1nQB1ra@AcYy9QBCEDgAUpRAALrUUQKpS jgBRj J4AVa2uAJalvkAY
ICQhAPCKUgQALGMUCpa1JBqy LEQAZS LUAOtalAaWtaQZSUrECm1r1ACWteQQKEIFAJa1RQBx j FUAy1rVAHGM5RAOPUYALrVWAWLKZgDLWKCAFKVNAOMY|
dwCGMQgApj FIBhCEWACWtWgALGN4AIpSCQB1KVkAdalpEGUpiQB1KQoATWtgAJalegDve40ABCFrADS lewCWtYsBEISbAKpS fACWtZwBKEINAJKU]QCK
Ug4ARSMOADCENngB1 radAlriw+ABgKJCEA8CQhwREWtQRWCYWFAFWt FQCWtSUZKkpRFAHGMVSCy 1BYIpj FGCBgUJICEAS8IFISwWBAOPCA0iDYAEHY6ACigPgA
0Sj ZAEHg6QDDaPkAwhj aAECw6gBi4PoAwiD rAGGQ+wCikN4AonjuAMM4 /gChMNBAQNDVAADwW/wAYUyQhAPAABACAATAXAGLY JwDDaDcAgUhXAKPQZwDD
IKAgAWigYAKIWKADDQDgAWhhIAEGQWAC j 2GgAYXhJAADOWQBB+GkAQeBSAGLY iQDDMJkAwiCpAGGouQBBEMKQYt j pAMNW+QCj cAoAQYBaA6PYagPCGJIoA
QZigAILYugDDOMoAgXDqAEL0o+gAA4AsAQeAbAKOQKWDDIDsA0iibAEHgqwDDcLsAwhj rAkHI+wCBaBwAAegsAKOYPAChMIwAQeisAMNYVABBsPwAwhgd
AEGILQCj2D0A01idAEHg rQDDcLOAQC] 9AKIAHGBBOC4A06G+AGFWXgB1i6G4AwZB+AMIYngBBmMK4Agt i+AMMA4zgCBa04AQuj+AAD4DWBBEBBAG rAVAMMo)
PwCiMF8AQMhvAEHWfwBi418AwzifAMIgrwBhoL8AQejPEGLY7wDDeP8AGCokIQDwwhgZBkGwKQCBmMDKAQABIAADOWQBB6GKA0SBSAMNICgBASCOAYVAS
AMNYSgCBYGoAQTB6AMNY igCj 0AsAQbArAqPAOWDCGGsCQch7AKO0iwCj uAwA0o6g8AEGO fACj wIwA06ANAKPAPQBBYH@A06 iNAMNQDgBASC4AYVA+AMNY)
gCBYG4AQTB+AMNY j gBBsC8Agbg/AEHQTWBA6F8AQehvAKOQ fwAaJCEDohCQD6IQoFDDGAF+GAS iEADWhjH+AMc57wCS IP8AGA61iEADWt rUOAG1rHgAL
Qi4APOc+AAhCTgAwhF4A85xuAGUp fgBZzg8QOMYVAFNOPzAWhH8Aj GPAAy iEAEABAgBAPATAQDWCAEABAgBAPATAQDWCAIASPEOGUMY06IQAB/HOaAA
-96wADCEWAA@pdAQVa3wAGUpoQC2tbEAMtbBAKpS@QD rWrIAOMbCAChCOgAWhPIAOMaj AL riwswBV rcMAMIT j ADj GBWA856QAxzmOAGUpXABV reQAUYz0)|
AF3vpQB977UAVa3FANOc5QD3vfUACEKMAG1rtgD3vcYAxznWAPOc9gD riwrcA+97HAHGM1wDnOecAZSmoALaluAC61sgAGMbYALa16ABx j PgAxzmpAPve)|
UQDTNMKANKXZAI526QD73vkAICGqAI5zugC61s0AMITaAD]jG+gAkIbsAxznLAEUp2wCGMfSAGIWtV2UpAABX j EAAWC5QAKPSYAD j GHBy4x jwAOMYASAo|
Qj EAGMZBAPe9UQDNOWEArBnxBNOCEgDj GCIA5zkyALa1QgCuc1IABCFiAJKUAWBZZhMABS5w]j AOMYMwIx j EMA+95TADj GYWCGMXMA4xiDbIYXBACuUCXQA
OMYKAEUpRADHOVQAec5kAMc5dAD riwgUA17@VAJa1]QBx j EUAnvdVAF3vZQCmMXUAOMYGAJalFgDj GCYAhj E2ADCEVGAIQmYABCF2AIwZ9gDjGAcQhjEn
ADCENwCalkcAbWtXAOMYZxBKGfcARSKIAHGMGAC61jgAOMZIANe9WADHOWgA4xh4B+UY+ADHOQkAfe8ZAI5zKQAUpTKAt rVJAFnOWQCqUmkA4xj5Bnn0)
ICgAc5x0A4xgqBY520gAc500AEIRaAEUpagDHOQsApj EDAEUpOWDHOUSARS LbAOMYawT j GAWT4xg81IxrjGEVIGAAADMzgAGNI8AA8VWEEBrMRBRYZUQU3
52EE02FxAeUYgQCaTIEA6NOhAOMgSQEPItEAOs/hAGWS8QBqIYIA3ZaSA0jbogDIYXMAG4aDAN/ vkwBc/6MAHOezAMzdwwDuMdMAe9 f j BkSK8waj YXQB
[CBmMEA/2G1AP026QC4yCOA+4Z1AQ8twYANudmAINhdgAdnwcAp8sXAOMgIwDKGECAUTtXABPvZwBDUXCACNynAPtUCAAW7xgAxoI0A0QgOADQMkgAHbAY
AOrcaADjKHgA5xiIAH12mACu7agAAzm4AEQZCQBZ fRKATt8pAN730QBb90KALSVZAENBaQDKGIkA8zKZAB7PqQB997kALUbIA05B2QAae9db7hkACUSK|
IALIGTAADmXAAGNJIUADj GGCQDnyAD rPQQB1k1EASRhhAJ pMcQDoMEAdyCRAeMYoVHJ GDIgaiFiAN2WcgD024IA7hkzBmmKUwAbhmMA3+92AFz/gwAc

1,824 [, pkts, 19 pkts, 37 turns.

Figure 30 Extracted Ciphertext for Analysis

Tool Link Methods attempted Results
Cyber Chef | https://gchq.github.io/ Intensive ‘magic’ brute force Nothing of significance
CyberChet/ decryption 4.95 entropy
consistent with encrypted data,
not plaintext
CrypTool https://www.cryptool.org/en | Al algorithm identifier 54.76% Likelihood of
Online /cto/ncid/ Polyalphabetic Substitution
Cipher
Enigmator | https://merri.cx/enigmator/cr | Algorithm identifier 0.06 Index of Coincidence for
yptanalysis/crypto_identifier Monoalphabetic Substitution
.html . . .
Frequency analysis Nothing of significance
CipherTools | https://www.ciphertools.co. | Algorithm identifier Incorrect plaintext
uk/ Statistical analysis Insignificant statistical findings
Al Cipher https://www.yeschat.ai/gpts- | This Al tool was given the Index of Coincidence: 1.62978
Solver 9t55Qj1n4LY-Cipher- encrypted text as ASCIIL, it was Chi-squared test: 6.16918
Solver also given the algorithm Twofish
and ECB mode as extra details.

Table 11 Cryptanalysis Tool Results
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Twofish is a highly secure, theoretically unbreakable (Easttom, 2016) encryption algorithm,
strengthened by its key-dependent substitutions. When combined with the OTP, ICSProtect’s
encryption becomes extremely difficult — if not impossible — to break without access to the key.

Additionally, even with the emerging threat of quantum computing, the ICSProtect device remains
secure due to its reliance on cryptographic methods that are inherently resistant to quantum attacks.
The OTP is unaffected as it does not rely on mathematical problems such as prime factorisation or
discrete logarithms, which underpin algorithms like Rivest-Shamir-Adleman (RSA). In the
Additionally, the Twofish encryption algorithm used in ICSProtect derives its security from key-
dependent transformations rather than mathematical assumptions vulnerable to quantum algorithms.
Together, these elements provide strong, quantum-resistant protection well-suited to future
developments.

Full captures of cryptanalysis have been included in Appendix D.



7.4.4 BST-CT4

To identify both physical and logical tampering, ICSProtect devices employ several mechanisms.
Physically, the device functions as a PUF, ensuring that the OTP key block and internal FPGA logic
are destroyed if the device is opened. Multiple methods are in place to detect such tampering and
trigger this self-destruction, achieving C05-1.

For logical tampering, the devices can identify if their endpoint has been compromised and
subsequently alert operators via syslog. As illustrated in Figure 31, a 'tamper cable' alert is raised when
a network cable is disconnected and reconnected to a different endpoint, achieving C05-2 and C05-3.
Device serial numbers have been redacted for confidentiality. There is capability to feed this syslog
data into EDF’s Security Operations Centre (SOC) for aggregated monitoring and analysis.

Entry: 18 Type: ICSp Time: 24/06/14 00:01:32  Serial Number Code: TAMPER, CABLE, INTERFERED WITH, 1000
Entry-: 19 Type: ICSp Time: 24/06/14 00:01:43  Serial Number Code: TAMPER, CABLE, INTERFERED WITH, 0000

Figure 31 SYSLOG Displaying Tamper Alerts

7.5 Testing Conclusions

Testing of the ICSProtect device indicates strong performance in critical areas. Functionally, it meets
key requirements for network communication, latency, throughput, and system response, successfully
supporting bidirectional communication via the IEC-104 protocol. Latency remains within limits even
at maximum packet sizes, essential for real-time data exchange in industrial control systems, and
throughput is sufficient for operations.

Non-functional testing shows that the ICSProtect device meets long-term requirements for industrial
applications, with a key management system based on an OTP that has a very long lifespan of
encryption keys, reducing maintenance needs and enhancing longevity in environments where
downtime is infrequent and costly.

Safety testing confirms quick recovery from power or network disruptions and providing clear device
status indicators, ensuring reliable performance amidst interruptions.

Cybersecurity testing reveals strong protection against various attacks. The encryption provided by
the ICSProtect secures data against breach attempts. It effectively blocks unauthenticated traffic to
prevent data manipulation and maintain system integrity. It prevents exfiltration of data with strong
encryption. Nonetheless, endpoints present a potential vulnerability, although containment measures
mitigate risks from malware, limiting attack vectors. While firewall restrictions can limit endpoint
commands, enhancing endpoint security remains beyond the scope of the protection provided by the
ICSProtect device and relies on overall ICS architecture.

Overall, the ICSProtect provides significant security for industrial control system communications,
including in NPPs. Its encryption, key management, and defence against common attack vectors form
a solid foundation for securing critical infrastructure.



8 Evaluation
8.1 Project Approach

From the outset, this project has aimed to deliver a tangible real-world impact, addressing gaps in
current ICS security tactics. It set out to be innovative and experimental, achieving this by exploring
technologies previously unused in the nuclear industry. With strong interest and support from EDF,
the project sought to meet critical industry needs, offering exciting potential for real-world
implementation EDF NPPs.

Throughout the project, feedback from supervisory meetings helped refine both the methodology and
scope. Early input was particularly useful in clarifying goals and ensuring purpose of the project was
clearly communicated. One key suggestion led the project to look at the International Atomic Energy
Agency (IAEA) as a valuable resource, prompting an analysis of global NPP ICS standards instead of
just UK-based ones. This wider approach was crucial in defining requirements for the project.
Feedback also led to a more technical product selection process during the requirements analysis,
moving from qualitative to a more justified quantitative analysis. Discussions over various possible
testing methods were crucial to the cyber methods used, with the ICS Cyber Kill Chain identified as a
strong, applicable framework.

8.2 Project Successes

The project achieved several key successes, mainly due to its structured, engineering-based approach.
A major decision was the use of the V-lifecycle model, which, while typically used in systems
engineering, worked well for this cybersecurity-focused project. Its focus on thorough validation and
verification at each stage of development, implementation, and testing matched the high levels of
certainty needed for ICS. It also ensured that each phase of development was paired with verification
and validation activities, which is critical in safety-focused fields.

The requirements analysis was a strong point of the project. It followed the INCOSE Systems
Engineering Handbook, which is aligned with IEC15288, ensuring best practices for defining and
managing engineering systems. The requirements were based on academic literature, OT security
standards, and industry guidance. This approach ensured that the selected product addressed real-
world constraints such as low-latency communication, support for industrial protocols, and resilience
to environmental conditions. Customer-provided documentation was also reviewed to make sure the
requirements aligned with operational realities.

The product selection phase used engineering methods, specifically the WSM method, to evaluate
potential technologies. Safety was prioritised as the most important factor, given the NPP ICS context.
This approach provided a clear, data-driven reason for selecting the best solution, rather than relying
on assumptions.

The project also shows strong problem-solving skills with the test network design. For example, the
lack of native IEC-104 hardware was addressed by simulating IEC-104 traffic using software tools and
an Arduino, which helped confirm compatibility with the ICS protocol. Another challenge was the
inability of Wireshark to measure microsecond-level latency, which was solved by using an
oscilloscope for precise timing analysis, ensuring accurate validation of ICS real-time performance.

A realistic ICS testbed was built, enabling testing in an environment similar to real operational settings.
This added to the reliability and validity of the test results. Testing was thorough, covering functional,



non-functional, safety, and security requirements. This reflects the systems engineering approach,
where testing ensures that the entire system works reliably, safely, and as expected in realistic
conditions.

8.3 Project Limitations

The testing process effectively demonstrated the capabilities of the ICSProtect, but several areas for
improvement were identified. Although PLCs were used, they did not natively support the IEC-104
protocol, requiring emulation of IEC-104 traffic. Using hardware that natively supports IEC-104
would provide a more accurate representation of real-world ICS environments. However, the
simulated set-up provides a good level of confidence in alignment with the expectations of this project,
and further confirmation would be done during commissioning of the device, using the actual ICS in
the NPP.

Additionally, while the PLCs included LEDs for basic control, no industrial sensors were part of the
setup. This limited the system’s exposure to live, changing data inputs, therefore it would be
interesting to assess the impact of encryption on live process control and system responsiveness.

The Twofish encryption algorithm used is secure and resistant to most common attacks. However,
due to limited access to advanced tools, only basic cryptanalysis was performed using open-source
software, which did not allow for detailed inspection of encrypted traffic. Future work could involve
deeper cryptographic analysis, including brute-force attempts or stress testing, to gain a better
understanding of the system’s resilience under targeted attacks.

While the project primarily focused on threats from remote attackers using man-in-the-middle
techniques, insider threats — where an attacker operates from a trusted endpoint — present a different
risk. In such cases, malware could impersonate legitimate traffic and issue harmful IEC-104
commands. Although the firewall offers some protection by restricting traffic to IEC-104, a skilled
attacker could still exploit the protocol to cause damage. Although, standard endpoint hardening
practices in critical infrastructure, such as access controls, unnecessary service disabling and physical
port blocking would help mitigate this risk. Future studies could explore endpoint vulnerabilities and
the resilience to internal cyber attacks.

8.4 Project Conclusion

In conclusion, this project successfully achieved its goals and objectives of finding a solution to secure
communications within two safety-critical ICS. Through a comprehensive evaluation, the project
provided valuable insights to EDF, offering a detailed assessment of the ICSProtect capabilities and
its potential for deployment. The findings not only demonstrated the system's effectiveness but also
highlighted its real-world significance, which will particularly impact the future deployment of BST’s
ICSProtect devices onto EDF NPPs. The project has made a tangible impact, showcasing its relevance
and importance in enhancing the security of safety-critical ICS.
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Appendix A

Score |Description
5 Requirement fully satisfied.
4 Requirement likely satisfied, but testing is needed for confirmation.
3 Requirement mostly satisfied, but with some uncertainty or limitations.
2 Requirement partially satisfied, but with limitations.
1 Requirement not fully satisfied, with clear limitations.
0 Requirement not met, or information not available.
Table 12 Requirement Scoring Criteria
Req ID ([Data Diode (Firewall |Encryption [Analysis
Functional (0.25)
FO1-1 5 5 5 All devices support the IEC104 protocol.
F02-1 5 5 5 All devices can send data, but the diode only in one direction.
F02-2 0 5 5 Data diode only supports unidirectional flow.
Data diode has low latency; firewall latency varies based on security
F03-1 5 3 4 . . . )
policies; encryption latency varies on the data packet size.
F04-1 5 3 4 All devices meet the throughput requirement to some extent.
Non-Functional (0.1)
All devices are designed to integrate with industrial systems,
NO1-1 4 3 4 ) . )
firewalls may not permit all industrial protocols.
NO1-2 5 3 5 Firewall may require rule configurations.
NO02-1 5 3 5 Firewall may require more frequent updates.
Firewalls have long lifespans but may require hardware refresh, data
N02-2 4 2 3 diodes are designed for longevity, the encryption device does not
require updates.
Data Diode: 0 °C to +70 °C
NO03-1 4 3 5 Firewall: -40° to +60°C
Encryption: -40°C to +100°C
Firewall: 5% to 95%
N03-2 3 > > Encryption: 0% to 70%
Safety (0.4)
S01-1 0 5 4 Encryption and firewalls include detection features; data diodes do
not.
301-2 0 5 5 F1r§walls and encryption devices can adapt; data diodes are static in
design.
S01-3 4 4 5 Firewalls and encryption devices enter a fail-safe mode.
S01-4 4 4 5 Firewalls and encryption devices resume operation when faults are

fixed.




Cyber Security (0.25)

C01-1 4 4 5 All devices follow secure-by-design principles.
C01-2 4 5 5 All devices can be used in redundant configurations.
CO01-3 1 3 5 Not all devices apply zero-trust.
Only the firewall and encryption device prevent unauthorised
C02-1 1 2 4 receipt of information, however the firewall does not prevent
plaintext communications from being read.
C03-1 1 1 4 Only the encryption device ensures data integrity.
Authentication mechanisms available on the firewall and encryption
C04-1 1 3 4 . . . .
device, firewall is dependent on configuration security.
Authentication mechanisms available on the firewall and encryption
C04-2 1 3 4 . . . .
device, firewall is dependent on configuration security.
C04-3 1 3 4 Firewall and Encryption can enforce authentication controls.
Firewall has “anti-tamper chip”. Encryption has multiple physical
C05-1 1 2 4 . . :
and logical anti-tamper mechanisms.
C05-2 1 2 4 Firewall and encryption device both include tamper detection.
C05-3 1 2 4 Firewall and encryption device both include tamper detection.
Scoring Totals
Func 1.00 1.05 1.15
Non- 4 42 032|045
Func
Safety 0.80 1.80 1.90 The scores reveal that the BST ICSProtect is the most suitable
solution for deployment.
CyberSec [0.39 0.68 1.07
Total 2.60 3.85 4.57

Table 13 MCDM Analysis




Appendix B

C04-3

confidential and

Test ID |Req ID |Test Aim Network [Method Expected Outcome Actual Outcome State
. Use Vinci to generate IEC-104
Validate and send traffic between
IEC104 . . IEC104 traffic observed
FO1-1 brotocol usage devices. Messages sent, received and on laptop
BST-FT1 |F02-1 and Figure 8 . C(-)rrec‘tly interpreted in both UDP traffic observed on Pass
F02-2 S Verify that messages are directions .
bidirectional . Wireshark
communication received and correctly
) interpreted in both directions.
Use Packet Sender to send 600-
byte packets continuously.
Measure data Record timestamps for packet [Time delay between packet 39.6.s time dela
BST-FT2 |F03-1 transmission  |Figure 10 |transmission and reception. transmission and receipt O Y Pass
observed
latency less than 250us
Calculate the time difference
between transmission and
reception.
Use Packet Sender to send 600-
byte packets continuously.
Measure data Successful throughput of
BST-FT3  |F04-1 transmission  [Figure 9 |Measure the data rate over a MB/s observed for 600byte ([MB/s observed Pass
throughput defined period. packets.
Record the throughput in MB/s.
Verify N/A
interoperability
with all .
connected Connection of ICSProtect ICS functioning as
NO1-1 . devices into PLC and HMI ICS functioning as . ng Assumed
BST-NT1 devices, ) . intended with no
NO01-2 . network, ensuring the PLCs and [intended. . s Pass
ensuring no . . interoperability issues.
reconfiguration HMISs can function as intended.
is required for
deployment.
Ver.lfy N/A . >60 years of operational ~730.67 million years of
maintenance Calculations for expected traffic . . . .
BST-NT2 |N02-1 I support with minimal use possible with no Pass
and lifetime and key usage . .
expectations maintenance updates required
NO3-1 Verify N/A The p :Oglza meetts the Temperature range of - A d
BST-NT3 ) environmental Examine data sheets. oxpectect Lemperature range |y noc- ¢, +60°C, humidity ssume
N03-2 Lo of X and humidity range of Pass
suitability. b range of
Ir(l)t;?iufca ?.11 s Disconnect power cable from
P ICSProtect device. . .
S01-1 and observe . . . . |Device continues
Observe system reactions. Device continues operating . -
S01-2 network . . operating within 2
BST-ST1 . Figure 9 with no errors after cable . Pass
S01-3 behaviour to seconds, with amber and
Reconnect power cable and has been reconnected. T
S01-4 ensure system - green light indications.
recover quickly observe time to recover and
and effectively resume operations.
flr:trv?/glrllf ?aul s Disconnect network cable from
S01-1 and observe ICSProtect device. Device continues
S01-2 network Observe system reactions. Device continues operating |operating within 1.5
BST-ST2 S01-3 behaviour to Figure 9 with no errors after cable  [seconds, with the Pass
S01-4 ensure system Reconnect network cable and  [has been reconnected. indication of the HMI
ecover yuickl observe time to recover and registering the PLC states.
and e ffegtivelyy resume operations.
Verify that the
product adheres
CO01-1 to secure-by- . . Product adheres to secure- |Product appears to adhere
. . Documentation review of . . . (Assumed
BST-CT1 |CO1-2 design Figure 11 desion and architecture by-design and defence-in- [to secure-by-design and Pass
CO01-3 principles and g ’ depth principles. can be used redundantly.
defence-in-
depth.
C02-1 Ensure that
C04-1 transmitted . MitM device attempting to No readable plaintext on  |No readable plaintext on
BST-CT2 C04-2 packets remain Figure 11 exfiltrate and inject data. attacking machine. attacking machine. Pass




authentic,

No ability to send packets

No ability to send packets

safeguarding to systems from attacking |to systems from attacking
against machine. machine.
unauthorised
access.
Ensure that
transmitted
packets Analyse encrypted packet .
L . . . . No data gained from
BST-CT3 |C03-1 Fnamtz.un their Figure 11 captures in ereshark and using (No plaintext gained. cryptanalysis. Packets are |Pass
ntegrity, cryptanalysis tools to ensure no securely encryoted
preventing plaintext is gained. y encrypted.
unauthorised
modifications.
Identllfy Tamper alert sent to logs
C05-1 phy-51cal and . Unplug network cable and and device is PUF, so
BST-CT4 |C05-2 logical Figure 11 . Tamper alert sent to logs. . LT Pass
C05-3 tampering monitor logs. physical tampering will
destroy internal structure.
efforts.

Table 14 Complete Test Plan




Appendix C

Letter | Calculation Value Notes
OTP Entropy |E 264 18446744073709600000 Key bit entropy within OTP
Number of
expected 800 updates per From requirements analysis (800
M 800
messages per second updates/second)
second
LGPUSDY L K/s K/s=M 800 Each message uses a unique key
second
Keys used per K/y =K/s * 602 Use of 365.25 to account for leap
year Kiy * 24 *365.25 25246080000 years
Years of use Y Y=E+Kly 730677557.613285 ~730.7 million years
Table 15 ICSProtect Key Usage Calculations
Letter | Calculation Value Notes
OTP Entropy |E 264 18446744073709600000 Key bit entropy within OTP
N .
Total Number | .\ 1_p 5031 |39614081257132300000000000000 |21 for possible new entropy
of Keys blocks
Number of
expected 800 updates per From requirements analysis (800
M 800
messages per second updates/second)
second
LGPUSDY L K/s K/s=M 800 Each message uses a unique key
second
Keys used per K/y =K/s * 602 Use of 365.25 to account for
year Kiy * 24 * 365.25 25246080000 leap years
Years of use Y Y=T+Kly 1569118106935110000 ~1.57 quintillion years

Table 16 ICSProtect Key Usage Calculations with 'Remixing’
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Appendix D

- Version 10 is here! Read about the new features
Operations Recipe ~a W Input + O3]

qgCrIQsAfZYbAA3dKWCOhjsAitxLAOMoWwCrIXsAfZaLAOrcmwDjKKsAG+cMAHDNHACEUSWASI8ANy+TAA
851wAHOdsABvnfABwWzYwAg1GcABgT4yADAMOZEWYZzyMAFYQzAF7XQWDS91MABHOEAH7PJAC15jQARXpEAC
Depth MhVABnywUAf c81ACa7NQBnwwYAW88mAZWSNgOE SQgAxGkJAAyiEAGQDxhiLGNQAFWtYAAIQnAACEKgALals
100 Intensive mode ACOCc8AACYWhECxjQQCqULEACYxhAMcS5cQAQhIEQxzmhAPOcsQBNa8EALGPRAHGM4RD//yIQValCAHGMUgGD/
/21Aq1)yABznggB975TA@SyiAP//sgBxjMIAVa3SAP//4hCqUiMQCE JDAMCSUWCqUMMARS1ZAG1 KgwCKUpM
AKEKjAKpSswDHOCMACELTAKpS4xAQhFQBHOdKAWLKdAFpSqQAHOe@ABCEXACKUqUAfe+1ADCEXQCqUiYQCE
Fom|Basssl Extensive language support JGAMc5VgCqUmYAxz12ATpShhBpSqYA@Sy2A0taxgAIQtYAqLLmAGLK9gD//ycQtrVHABS1VWD//2cA73t3A
F3vhxDve6cA//+3AHGMxwBVrdcA///nAF3vOwBxjCgQrnNIAG1rWABx jGgAxz14ABCEiBDHOagACYy4AKpS
yAAsY9gAcYzoECxjWQBVrWkACEJSAAhCqQBVrbkALGPIAHGMNgH//20BqlJ6AKpSqgH//70BcYzKAetaewA
Crib (known plaintext string or regex) YM+UYgQCTQSEAVL6EhAL/3sQDe/8EAOV FRAEm84QDjKPEASBhyAPdDggC875IAzsS1AKRRsgBHICIACFPSAE
V64gCLGXMAPreDAMr ckwDjKKMAZRnzBLQqdACb54QAJIqUABYzdQBS574UAw2mVALQqdgCb54YAIJIKWAKwZd
From Hex wBev4cAadSXAOMopwD1GHgAmUyIALv3mABs tKgAZEG4AAUZYACMQtgAXFnoAGsZ+AAGGYKAVVYZAP30qQDF
97kA3v/JADr32QDGoukASBj5ABg3XM8DBIWaEwWP1IMkMDN+dTA6NhYWbNGXMGGc+DABWEkwBe16MAQvazAKp
To Hexdump JwwDb1dMAfefjAH3v8WB+z4QAteaUAEV6pAAIIbQATVEABPVIABjUeQASR OAH3PhQAMUSUALSrFAHVF1Q
BMtOUAQOH1AFVPhgN1kpYDSBjGAHID1gB8tuYAe+/2AKWaFwB4MACAV+9XA0QYSwWDRMvcAHacTAKrUGAD K
From Hexdump CgAqyE4AHEWSABX/1gAahn4AJVDCQA9zxKAf fcpABrvOQDUtEKAF99ZADYzyQA919kAfe/pEBhK+04DAEWK
EwAVKjMAXKSDAH3vUXA@3nMABXKDAMAZowYZz7MAF YTDAF 7X@wDS9uMAqknzAMt CBABDORQAahkkAN2eNAB

URL Decode 03UQAIQFUAEGZZAB7dXQAs+6EAENRLAB+z7QAtebEAEV61AA]

1477 = 3 Tr Raw Bytes & LF

Magic

To Base64

To Hex

Regular expression

" Output B0Om::

Entropy
= Recipe (click to load) i Properties
ork
Possible languages:
Magic 8183 5. 181 Chinese
& Valid UTF8
Entropy: 4.95

Valid UTF8
Entropy: 4.97

L6t+AFs-+ACE-E+AEA-+AEA- Matching ops: From
p+AAo-+AA0-00+ADW-TP+AAk-  Base64, From Base85
qgCrIQsAfZYbAA3dKwCOhjsAit Valid UTF8
XLAOMoWWCrIXsAfZaLAOr. .. Entropy: ¢

Figure 32 CyberChef Cryptanalysis

Ciphertext Text v 14
G O O I Y Y YT A Y i Y T A T~ ¥ e P i G e A G e P S Wi Y~ oY P i P Y=y OGP eV
zn/AAYdd/3AwB7/xMA]M0]ACcxMwAYbUMAHNQTEN/Bch7/4MA]M2TAOMwowaMrMA3b7DAH3v0wA67+MAyszAP1DBADz7h0A01EkALQqNAFY500BBHpUAOOYZAH5030A8+6E
AENR1ACLGaQAHa+0AKVMXAAEMdQAdTvKAHNN9ADZQwWUAFO8VAGNRIQDKcVUA2UN1ABTVhQBj UZUA9jK1AFfntQCjYcUAaxn1AD2v9QDY3gYARGMWAOMgIgAnGTYAe3VGAHZ3Vg
Db3mYA2N52AEejhgDjIJYAeTumAN73tgBd78YgX0/2ACgZNwAbdk cACMRXAOMgZwEWM6 cAV+e3AKNhxwBrGTgAHKOIAGezZWACLGagAHa+4A03UyABDQdgAIhnoAC1L+ADe/wkA
+04ZAKaSKQBJIGTKAHYZJAP//WQDT/2kA3v95APjuiQCmkpkAkCq5A]y2yQC+99kQtu75ACgZCgC8dRoA7uBqANXx10gBu5U0AQOFaACgZegC8dYoA702aA0Mw

™ Copy 'O Reset [@ Transfer

Architectures:  Transformer, FFNN, LSTM, RF, NB v

Results Filter: ==

o 9 o
Which ciphers can be identified? 2% 5% 10%

Polyalphabetic Substitution sa.76%

CIPHER PROBABILITY
Gromark 34.63%
Periodic Gromark 9.57%
Quagmire Il 2.83%
Quagmire | 2.79%
Quagmire IV 2.70%

Quagmire Il 2.25% "
A"

Figure 33 CrypTool Online Cryptanalysis
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Enigmator

Cryptanalysis

Crypto Identifier

Crypto Identifier
Massive Decrypter

RSA Key Analysis Input: Text File

5BhyAPdDggC875IAzSSiAKRRSGBHICTIACFPSAEV64gCL r 5 QqdACbS54QAITqUABYZAQBS5 7 4UAW2m

VALQqdgCb54YAJT 1 yIALV. AAUZYACMQtgAXFnOAGSZ+AAGGYKAVVYZAP
Frequency Analysis 30qQDE97KA3V/JADr 320DGoukAS B 5ABG 3XM8DBIWAEWP 1MKMDN +d! 1 JwwDb1dMAE
Cryptogram Solver ef jAH3v8wWB+2z40QAteaUAEV6pAA ) IbQAeTVEABPV1ABjUeQASRj 0AH3PhQAMUSUALSrFAHVE 10BMtOUAQOH1AFVPhgN1kpYDSBIG

AHJID1gB8tuYAe+/ XAOQY! IAKrUGADIKCgAQyE4AH6WSABX/1gAahn4AJVDCOAIZxKAE fCPABr

. VOQDUtEKAF99ZADYzyQA919kAfe/pEBh EwAVK jMAXK5DAH3VvUXAO3nMABXK TMAFYTDAF7 q!
S‘lrlng Converter nzAMtCBABDORQAahkkAN2eNABO3UQAIOFUAEgZZAB7dXQAs+6EAENR1IAB+27QAtebEAEV61AA]
String Manipulation Note : This tool can't identify Modern Cipher
Identify Clear Identify for : Cipher
Output :

Possible Cipher Type: Monoalphabetic Substitution
Index of Coincidence: 0.060674358023739695
Most Common Ciphers :

« Simple Substitution Cipher
« Caesar Cipher

« Affine Cipher

« Atbash Cipher

Note : This was calculated based on normal English text

Figure 34 Enigmator Cryptanalysis
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c| CipherTools

@} Stats. Freqs. Duplicates Grams a Ciphertext t Q «

Key Numbers IDBhnPUWAVhGMAXtdzANL2gwAOSpMAe9¢jBkSKswYnGeMAGG3TAB
2f4xB+z1QAteZKAEV6dAAJIY QA7ThmUBbQgxAFYS59QBBHrkAOQY9AF9z

Length (incl. spaces) 1460 TUAJrtIAORXx5QBbz1 YDZZImAycZxgB7dd YAfPfmANve9gAoGecAG3bXA

AJESwDjIPcBaxnlAByv2ABns+gASRnJAB2G2QD//+kA3//5A0Y YugDcbco
AbuXaAENB6gAIGbsAvYbLAIrc2wDjKOsAS5Bi8 APIyzADcvtw APOfsABzn/

Length (cipher chars.) 1242 AAYdd/3AWB7/xMAMOjACcxMwAYbUMAHNOTEN/3cwB7/4MAjM2TAO
MwowCxMrMA3b7DAH3vOwWA67+MAyKvzAPIDBADZz7hQAQI1EKALQgN
Factors of 1242 2,3,6,9,18,23, AFY50QBBHpUAOQYZAH5Q3QA8+6EAENRIACLGaQAHa+0AKVMXAA

EMdQAdTvkAHnn9ADZQwUAFO8VAGNRIQDkcVUA2UNIABTvVhQB;jUZ

27,46,54,69, 138
+ 46,54, 69, 138, UA9KIAFfntQCjYcUAaxnlAD2vOQDY3gYAROMWAOMglgAnGTYAe3VG

207,414, 621 AHZ3VgDb3mYA2N52AEejhgDjl) YAeTumAN73tgBd78Y gXO/2ACZZNwAb
dkcACMRXAOMgZWEWM6¢AV+e3AKNhxwBrGTgAHK9IAGezWACLGag
Index of Coincidence AHa+4A03UyABDQdgAJhnoAC1L+ADe/wkA+O4ZAKaSKQBIGTKAHYZJ
AP//WQDf/2KA3v95APjuiQCmkpkAkCq5AJy2yQC+99kQtu75SACgZCgC8dR

0A7u0gANX10gBu5SUoAQOFaACgZegC8d YoA7TO2aAOMw y

Chi-squared test 6.16918

Letter frequencies

g Bupmeacofjee

‘ 23 Random text ’

»

& Plaintext ®

IVAEJUIWCBIUQZELRQXUINACITFUHIINMVYIQGOMIQAHTIILZYIY
GIIYFFIJWYIMMNSIZIJHCIRZBTIWUGLZZUXCIDMTISVPBYLROUCII
FVDILDYJVGCIEEIEAHOVWGIDMUINDBQJKGIHXIJGHTEJFKIWOIW
UGFHKTOHOIPIWIWCCIILYKOIRPVGIKTIKMANOIFQHIXIYYYKKBZ
SIDDNRMTIJCYLMINSIFOSHMUGYTCWFQQMIPELFOKUBIYIXWNBF
DHMISXAAIMZSEKYCXYIACYDIPDXYJHZCISXBNIIFRYLVWMCIDIU
KTOJHHYGIHUIMCXTEKBIKIACYILATYITAGOIKGGXIWCYKWKWIA
XAIMTSYELBVTAIKPTIZFDSHZATYIWUGGOROVIOXWLIIWKCYIB
MIPMPDYOKYCTQIFRAPZIQONNUJJEBBISHDIIFOCIUBGDILRORYK
GTLCIICXNIWUGDYXTSYGIPRMEIOCXROLROLGHFOPSWUGOCIFPJ
AJUYTTAWIRAJIIIVMZIHMIONJIIQSYIHMIHHSFIPDNIOKSOPQPHZT

T Q m m Y a w »

c O N B O =< Ao wmw O Q »

Figure 35 CipherTools Cryptanalysis
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